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FROM THE EDITOR

Get the Message

Written by

Sean Rhody ack in the old days, when you needed to communicate with someone

distant, you usually had to send a letter. There was no instant
response, and there was no way to tell when your message was re-
ceived. Now we have always-on e-mail, BlackBerrys, and assorted other
devices to make what was once a leisurely (or agonizingly slow) process
instantaneous, and synchronous.

This issue is about the battle of two idioms - instant, synchronous
communication, as championed by the Remote Procedure Call; and asynchronous
Author Bio: communication (which may still be instantaneous, but doesn't have to be), represent-
Sean Rhody is the ed by the message-based camp.
editor--thief of Web Web services is about communication, plain and simple. Two (or even more)
Services Journal and man- . . .
agingeditor of Weblogi computers work together to accomplish a task, sometimes directed by human
Developer's Joumal. He s D€INGS, sometimes working based on some program. To work together, the com-

a respected industry puters exchange information. Web services makes this easy by standardizing the
expertandaconsultant - approach to this communication.
vith a leading consuiting But what isn't standardized, at least in theory, is how the communication
SEIICES COMpany takes place. That is to say, one approach is the default, but it is not the only
SEAN@SYS-CON.COM

allowed, or possible, approach.

By default, aWeb service is synchronous. It's simplest to think of it in that sense because an RPC
is a very simple concept and the coordination of the interaction is very easy to understand. You sim-
ply connect to the service, invoke it, then wait for the response, which you normally would expect
instantaneously, or nearly so.

This works well for some things, especially if you expect that the service can provide a quick response. But
for other types of applications, particularly ones in which human interaction or workflow might be involved,
they are less appropriate. Especially bad is the situation where multiple parties have to be coordinated.

Consider an example where a service might have to arrange for shipping, insurance, bills of lading, even
letters of credit. Many parties need to be coordinated here, and not all will be able to respond in a synchro-
nous fashion. In this case, instead of a function call what we really need is to create a conversation.

Of course modeling such a service is inherently more complex. Leaving out the transport mechanisms
and callback models for the time being, just drawing a flowchart of such a process might result in pages of
lines and boxes, choices and exceptions. And yet, given the nature of the transaction, the complexity is a part
of the actual conversation and can't be simplified.

Which brings us back to the reason that Web services doesn't specify how the information needs to be
delivered - so that we can define a service, and then define the protocol over which it communicates. We
can, for example, use SMTP to move messages over e-mail channels, or use JMS in the Java world to com-
municate (assuming all the firewalls will cooperate), or use a more generic solution such as TIBCO or MQ
Series. Other options are possible too.

But with this flexibility comes a bit more complexity as well. With message-based Web services, we have
to devote more thought to what exactly a service, or transaction, is, and how we will know when it is over,
and whether it succeeds. These issues are not as important in the RPC world because the transaction is (usu-
ally) a single synchronous invocation and as soon as we get the response from the remote system we have
the answer. Unfortunately the standards for transaction management, as well as workflow (or business
process management), are still evolving, so it will be confusing for a while.

But it’s good to have choices. And even now, things that appear synchronous aren't always what they
seem. Ask anyone who has my instant messaging address —see if they believe instant messaging is “instant.”
| can assure you, it isn't.

And the reality is, there is room, and a need for both programming paradigms within \Web services. This
issue explores those two approaches in depth. Now it's time for me to ignore some instant messages... @
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Understanding Performance
in Web Service Development

Profiling your Web service lets you
make intelligent decisions on how
to address performance problems

he growth of applications using the
NET platform has generated an in-
creased emphasis on performance
measurement and analysis. Distributed app-
lications, while much more flexible and po-
tentially more scalable than monolithic ones,
have characteristics that make it more diffi-

cult to achieve these very goals.

The problem arises both in the individ-
ual components and in their interactions
with one another. Individual application
components may include computationally
expensive code and bottlenecks that don't
manifest themselves during unit testing,
because the functionality is correct. Once
separately developed components are inte-
grated into the full application, perfor-
mance bottlenecks may result from interac-
tions between them.

These problems are especially true of dis-
tributed applications utilizing Web services.
In the case of traditional components utiliz-
ing COM or CORBA, processing tended to
be more synchronous, or at least more tight-
ly coupled, which in turn can result in per-
formance more in line with the overall ap-
plication. In the case of asynchronous and
loosely coupled Web services, there could
well be significant differences in their abili-
ty to provide the performance and scalabili-
ty required by the application.

6

Developers who have worked primarily on
stand-alone applications or fat clients may lack
direct experience in the performance consider-
ations needed by Web-based distributed appli-
cations. In fact, many developers may be sur-
prised at the need to analyze performance and
tune individual components including Web
services in a .NET application. This doesn't rep-
resent a deficiency or limitation of .NET, but
rather the reality of the trade-offs required to
obtain the flexibility inherent in Web services.

Web services represent
the potential to reuse
code components

as features across

multiple applications

simultaneously”

Web services adapt the traditional Web
programming model for use from all sorts of
applications, not just browser-based ones.
These applications are loosely coupled and
remarkably interoperable because they can
be called from any location that is reachable

with a URL or URI, and are not limited by the
calling conventions of a specific language.

Microsoft positions ASPNET as a natural
technology for implementing Web services
based on the .NET Framework. The ASPNET
Web services infrastructure provides an API
for Web services based on mapping SOAP
messages to method invocations. ASPNET
Web services support requests from clients
using SOAP over HTTPR, as well as with HTTP
GET or POST operations. ASPNET Web ser-
vices automatically generate WSDL files for
Web services development efforts. Develop-
ers can also use ASPNET Web services to
implement a Web service SOAP listener that
waits for service requests and accesses a busi-
ness facade implemented as a COM compo-
nent or as a managed code class.

But Web services haven't been proven to
stand up to the performance requirements
of a wide variety of production uses. That'’s
not to say that they won't or can’t, but rather
that this type of application model repre-
sents a significant unknown in practice.

There are two aspects to measuring and
evaluating the performance of an applica-
tion composed of one or more Web services.
The first is the throughput of the Web ser-
vice itself. This is its ability to accept a
request and provide a response in accor-
dance with required performance parame-
ters. On a larger scale, it’s also the ability to
actually have a transaction throughput that
the component was designed to meet. We
know that as scalability, although it’s diffi-
cult to test scalability prior to integrating all
application components and functionality.

The second aspect is the ability to evalu-
ate the performance of the application in
the aggregate, including the Web service.
This includes not only the ability of the
Web service to respond, but also
how that response is coordinat-
ed with the responsiveness of
the application as a whole.

While the focus may be specifi-

cally on the perform-
ance of the Web serv-
ice component, it must
be analyzed within the
context of the entire
application.

Author Bio

Peter Varhol is a product

manager at Compuware
Corporation and frequent contribu-
tor to technology publications.
PETER VARHOL@COMPUWARE.COM
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To accomplish this, it's necessary to meas-
ure the performance of all of the application
components simultaneously, during the
same testing run, and correlate those dis-
parate measurements into an integrated
view. While the Web service may appear to
perform acceptably within its own context,
resource or processing issues, synchroniza-
tion problems, networking, or data through-
put, bottlenecks may prevent it from reach-
ing its potential.

Unit testing a Web service presents the
first significant challenge. As a practical mat-
ter, it requires an external stimulus to initiate
execution, so it isn’'t simple to call the service
as youwould aDLL or link it in as you would
a library. Fortunately, using the Web services
wizard in Visual Studio .NET has the side
effect of creating a Web page front end for
functional testing purposes, and it works
well enough to initiate unit testing also.
Otherwise, you would have to write your
own call method into the service.

Unit testing should cover both function-
al and performance testing. Functional

testing involves exercising the operations
which compose the service, to ensure that
they behave as specified. Whether you
employ an automated test management
system or conduct these unit tests manu-
ally, keeping track of code coverage is
important to determine what code you've
tested and how much you've tested it.
Many developers already do this, and
while doing so with Web services opens
certain challenges, the process is largely
familiar.

The goal of performance testing is to
identify slow code and potential bottle-
necks. For developers with experience in
monolithic or tightly coupled applications,
this is often simply a matter of noting that
the application doesn't perform as expect-
ed, isolating the component responsible,
and fine-tuning the code. It’s not quite like
that when building a loosely coupled appli-
cation with Web services.

However, profiling a .NET Web service
is a necessary part of the development
process. Since you’re not looking at per-
formance or scalability testing of the
entire application at this point, you can
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Profiling products provides detailed data on execution times and counts on methods and individual lines

of code in aWeb service.

initiate profiling early in the develop-
ment cycle.

At a minimum, profiling should collect
two types of information — execution time
and number of times executed (see Figure
1). The reason for the first is readily appar-
ent — so that you can quickly identify parts
of the code that seemingly execute more
slowly than others. It's not necessarily
indicative of poorly performing code be-
cause it may just be performing a computa-
tionally intensive operation that can't be
improved upon. However, information on
the performance of your code justifies a
closer look.

The number of times executed can also
be indicative of poorly performing code, but
in a different sense. A single line or method
may execute in an acceptable amount of
time, but may be inefficient in the sense that
a single call to that operation does too little
work for too much overhead. The trick is to
find the optimum amount of data that can
be processed most efficiently.

Profiling a .NET Web service frequently
requires looking at both managed and
unmanaged code simultaneously. This may
be because all but the most trivial calls into
native code must undergo a mode transi-
tion. The mode transition, which is the
physical process of moving data between
the managed and unmanaged modes of
operation, typically requires about two
dozen instructions. The second cost is mar-
shalling the data to move across the bound-
ary. Marshalling is computationally expen-
sive, and the more data you move back and
forth, the more expensive it becomes.

Alternatively, within the Microsoft model
Web services can also be unmanaged.
Existing or new COM components can be
used to implement the business facade,
business logic, and data access layers. Using
Windows Server 2003, developers and sys-
tem administrators can allow existing COM+
applications to be called using XML/SOAP
by simply checking a configuration box.

Therefore, you may be making unman-
aged calls from your .NET Web service,

wsj2.com
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either because you are using it as a gateway to
call COM objects, or are making platform
calls, or are using prepackaged native compo-
nents. Profiling both managed and unman-
aged calls together gives you a comprehen-
sive view of the Web service, and most impor-
tant a view of the performance cost of mode
transitions.

The granularity of your profiling should
be at least to the method level, and prefer-
ably to the individual line of code. At the
method level, you can quickly get a view of
what operations your code is spending most
of its time performing.

In addition to obtaining the execution time
and number of calls, you should also be able to
analyze your code in several different views of
performance, including percent of time in
method and percent of time in children.
Walking the call stack is an excellent way of
determining what resources, .NET services, and
OS services your Web service is using, and how
expensive those services are (see Figure 2).

Once you have identified slow code, the

next step is to address those issues. One popu-
lar technique for addressing how data is
passed between the application and the Web
service is to carefully monitor and optimize the
amount of data transmitted in each SOAP call.

In this circumstance, one change you can
consider is whether your code should be “chat-
ty” or “chunky.” As the names imply, chatty
calls are those that occur often and pass little
data, while chunky calls occur less frequently
but do more work when they do occur. While at
first glance it might appear that large calls to
the service are more efficient, that’s not neces-
sarily true. A chatty interface passing less com-
plex data more often may turn out to be less
computationally expensive because its mar-
shalling isn't as complex.

How do you determine whether or not you
should be using chatty or chunky calls to your
service? There’s no easy way that applies to all
circumstances; it depends on the amount of
data and frequency of calls. The best thing to
do is to prototype both the type of interface
and the performance profile. By investing a
little time early in the development phase,
you can ensure that you made the right per-
formance choice and not have to go back and
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A key to understanding and improving performance is to have visual information on method calls within
your Web service and the ability to walk the call stack to pinpoint performance bottlenecks.

make substantial changes after you have a
working application.

That’s not to say that you might not have
to go back and make adjustments to your
calls once the application is done. For
example, you may find that in certain Web
services features, chunky calls are more effi-
cient because of the overall volume of calls.
But prototyping your data and calls ahead of
time gives you a better ability to determine
the optimum amount of data to exchange
with your Web services in individual trans-
actions.

Another common problem is that certain
.NET services can be computationally ex-
pensive. At first glance it may appear that
you have little control over what the .NET
Framework does. However, the framework is
rich in features, and there are often multiple
ways of obtaining the services you need.
Alternatively, the framework calls you are
using may be doing more work than you
actually need. You won't know any of this
unless you have complete profiling infor-
mation on child behavior from your own
methods.

Web services represent the potential to
reuse code components as features across
multiple applications simultaneously. The
loosely coupled model and XML/SOAP
communications standard is simple to
understand and implement, but the per-
formance implications are not yet well
understood. In particular, it’s not clear how
aWeb service used simultaneously by multi-
ple applications will respond to such asyn-
chronous requests.

You're going to be feeling your way in
building and testing the performance of
Web services. That makes it important to
profile these services, both by themselves
and within the context of the entire applica-
tion or applications, to determine where
slow code and bottlenecks may reside. And
in doing so, you can address those issues by
changing the calls to or within the Web
service, by modifying expensive database
calls, by simplifying complex code paths, or
other techniques. ©
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ful in the Web services community after its wide adoption as a Web service dis-
covery protocol. UDDI.org’s contribution in defining a standard protocol for

services discovery was a major leap forward in service-centric computing. UDDI forms

the discovery part of the Web services stack because of its use of existing standards

such as XML, HTTP, and SOAP, and its popularity among the developer community. This

article looks at the UDDI replication functionality, which is the single point of entry to

the UDDI Business Registry (UBR) cloud.

Replication is a process of synchronizing
data among the participants (or entities) in the
operator cloud. The cloud acts as a single logi-
cal entity or entry to the outside world. The
goal of replication is to facilitate uniformity
and consistency in the data present in the
UBR. This can be achieved by the set of repli-
cation messages defined in the UDDI Version 2
Replication Specification. Nodes represent
operators and are used synonymously in the
replication specification. Identified sets of enti-
ties form the operator cloud.

"1 AUTHOR BIO:
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This article looks at the importance of
replication and its coexistence with the
UDDI service. I'll also cover the replication
APIs that are implemented by the operators
and will discuss the business advantages. |
assume you are familiar with XML, SOAP,
and UDDI.

UDDI Business Registry Cloud
Figure 1 shows the UBR cloud with the
operators replicating each other. Cur-
rently, IBM, Microsoft, NTT Communi-
cations, and SAP are the public operators
of the UDDI registry and form the cloud.
The process of adding a node to the cloud
is bound to the UDDI Operators council, a
governing body within the UDDI.org proj-
ect. All the public operators should imple-
ment the UDDI Specifications as mandat-
ed by UDDI.org. Replication as the major
functionality is operational with all the
operators. With this, Web services clients

adoptable thl’!jiCtl ial

=

.
T

can query any registry for their businesses,
services, tModels, etc., irrespective of their
publisher accounts that are bound to a
single registry.

UDDI forms the discovery
part of the Web services
stack because of its use
of existing standards
such as XML, HTTP, and
SOAP, and its popularity
among the developer

community 79

Replication Business Model
Consider the ACME Company, which spe-
cializes in providing consulting related to
wealth management for its customers. Assume
that ACME registers itself with any of the UBRs
(IBM, Microsoft, NTT Communications, or
SAP). Suppose that it holds a publisher ac-
count with IBM. ACME publishes its business
(“ACME Consulting Business”) with IBM
Business Registry. Now the business, which

wsj2.com



was published in the UBR, will be visible across
the nodes in the UBR through replication. The
content of ACME business will also reside in
the Microsoft, NTT Communications, and SAP
business registries, considering that these enti-
ties are involved in replication. These registries
will have an entry in their data store that corre-
sponds to “ACME Consulting Business,” with
IBM as the primary custodian of this business.
Likewise, all the services, tModels registered to
“ACME business,” are replicated across all the
UBRs within the cloud. Publisher accounts are
not replicated across the registries, only the
content or the data in the registry is replicated.

The custodian is the only authoritative
person to modify or update the content of
the registered business.

Business Search Using UDDI4]

The find_business call of the UDDI4J APIs
helps find the replicated business with the
operator as IBM, using the Apache Axis as the
transport. The snippet of the FindReplicated
Business.java is shown in Listing 1 (the listings
and sample code for this article can be found
online at www.sys-con.com/webservices/sou
rcec.cfm).

To run this UDDI4j sample, you need to set
the classpath which has the following JARs :

SET CLASSPATH=

C \xerces-2_3 0\xm Parser APl s.jar;

C \xerces-2_3 0O\ xerceslnpl.jar;

C:\uddi 4j-2_0_1\1ib\uddi4j.jar;

C: \uddi 4j -2_0_1\sanpl es;

C\ axis-1_1RCl\lib\axis.jar;

C\ axis-1_1RCl\Iib\comons-di scovery.jar;
C\ axis-1_1RCl\Iib\comons-Iogging.jar;
C\ axis-1_1RCl\lib\saaj.jar;

C\ axis-1_1RCl\lib\jaxrpc.jar;

If you are behind a firewall, run this sam-
ple with your proxy details :

C\uddi4j-2_0_1

java -Dnhttp. proxyHost =your ProxyHost -
Dht t p. pr oxyPor t =your Pr oxyPor t

Fi ndRepl i cat edBusi ness

The output in Listing 2 is the result of a
UDDI4J find_business call made to IBM reg-
istry. The other UBRs result in similar output
with the operator attribute pointing to the
respective UBR.

Replication Data Structures
The UDDI Replication Specification

wsj2.com

defines a set of data structures that are used
by the replication APIs.

Update Sequence Number (USN)
The UDDI node participating in the rep-

lication process shall assign an increasing
number to each of the change records created
at that node. This is the originating USN for
that particular change record. The originating
USN value should be in the increasing order.
There can be gaps in the node’s originating
USN sequence that may be caused by abnor-
mal system failures.

As a result of performing replication, the
node has to process all the replicated data,
and must assign an additional unique local
USN for that particular change record. To
avoid the outage of USN values, the replica-
tion specification mandates that the nodes
should implement a USN with a size exact-
ing to 63 bits. An originating USN of value
“0” will be used to represent that no change
records have been seen or applied from a
node. So, the nodes will skip this USN dur-
ing replication processing.

Change Records
When a publish call is made to specific

datum at a node, the node will create a change

record that describes the details of the change.

Suppose that when a service is added to a busi-

ness that exists already, a change record will be

generated as a result of this process. The change

record will hold the following information:

« nodelD: Where the change record was initial-
ly created

« Originating USN: Assigned to the change
record at its creation by its originating node

« Data: Conveys the semantics of the change
in question.

Change Record Journal
Whenever a node receives change re-

cords from other nodes, it should create
an entry in the change record journal.
The journal stores the XML text of the
change records. This helps to verify that
the transmitted data has not been altered
by the intermediary nodes during the
course of replication. The change record
journal is maintained in the data store of
the UBR.

High Water Mark Vector
Each UDDI node maintains state infor-

mation such as the originating USN of the
most recent changes that have been suc-
cessfully processed by each node of the
registry as a high water mark vector. The
high water mark vector has one entry per
node with each entry holding the follow-
ing information:
e operatorNodelD: The UUID of the node
» originatingUSN: The originating USN
of the most recent change associated
with the node that has been successful-
ly consumed

Replication APIs

Replication involves change notifica-
tion and retrieval of those changes from
nodes in the registry. This is done by
broadcasting that information from the
node in the registry to its peers. The node,
which is interested in those changes, will sub-
sequently make a call to retrieve those

| A UBR Cloud with replicating nodes
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changes. In order to achieve this functionali-
ty, UDDI Replication defines the following
APIs:

e get_changeRecords

e notify_changeRecordsAvailable

e do_ping

e get_highWaterMarks

get_changeRecords
This UDDI API call is used to initiate the

replication of change records from one
node to another. The requestingNode is
the node that initiates get_changeRecords
and will provide information such as chan
gesAlreadySeen as part of the high water
mark vector. This information is used by the
callee to determine the change records
needed by the caller.

The get_changeRecords Schema is shown
in Listing 3. An example message is shown in
Listing 4.

notify_changeRecordsAvailable
Nodes can inform others that they have

new change records available for con-
sumption by replication by using this mes-
sage. The notify_changeRecordsAvailable
message is the predecessor to the get_
chan geRecords message. The schema for
this is in Listing 5 with an example mes-
sage in Listing 6.

do_ping

This UDDI API call provides the means
to verify the connectivity of a node that
wishes to start replication.

Schema

<el ement nane="do_pi ng" >

<conpl exType final="restriction">
<sequence/ >

</ conpl exType>

</ el ement >

Example Message
<?xm version="1.0" encodi ng="UTF-8"7?>
<Envel ope xm ns="http://schemas. xn -
soap. or g/ soap/ envel ope/ ">

<Body>

<do_pi ng xnl ns="urn: uddi -

org:repl _v2"/>

</ Body>

</ Envel ope>

get_highWaterMarks
This UDDI APl message provides a

means to obtain a list of highWaterMark ele-
ments containing the highest known USN
for all nodes in the replication communica-
tion graph.

Schema
<el ement nane="get _hi ghWat er Mar ks" >
<conpl exType>

<sequence/ >
</ conpl exType>

</ el ement >

Example Message
<?xm version="1.0" encodi ng="UTF-8"?>
<Envel ope xm ns="http://schemas. xn -
soap. or g/ soap/ envel ope/ ">

<Body>

Ehep 1} nobly  ChangeRsoordsdyalable

D'-.

s A

-Slep T gal_Change Resornds

Eep 3p changs records nechading
LISN fram Hessa &
enlity LILID
rayoad of ertty dala
(= g, businessEntry
burslressBorioe
odel binding Templals,
airal birsinedss ralabionships)

Ingduichi s all St
[= T e
generaled USH

| Replication API interaction between two nodes
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<get _hi ghWat er Mar ks
xm ns="urn:uddi -org: repl _v2" />
</ Body>

</ Envel ope>

Replication Processing

Replication processing involves the API
calls that are made to and from the repli-
cating nodes. This follows a simple life
cycle. Consider that nodes A and B (see
Figure 2) are participating in a replication
scenario. Assume the nodes are config-
ured for replication processing. For
instance, Node A initiates the process and
makes a “do_ping” call to Node B to check
for its availability. Node B makes a similar
call to check for Node A's availability. If the
“do_ping” call of Node A is successful,
then Node A makes a “notify_change
Records Available” call to Node B. This call
tells Node B that Node A has some
changes that are unseen by Node B. In
response to this call, Node B makes a
“get_changeRecords” call to Node A. Node
A sends back all the unseen change-
Records to Node B. Node B processes all
the change records from Node A and
updates its local repository. This com-
pletes a single replication cycle, assuming
everything goes fine during this process.
The replication specification defines a
detailed section on the failure scenarios
and how to handle them during replica-
tion processing. Figure 2 shows the inter-
action between the replication APIs in
case of a two-node scenario.

Replication Configuration
Replication Configuration File

The replication functionality implement-
ed by an operator should be configurable
as mandated by the UDDI Replication
Specification. This is done through the
Replication Configuration File (RCF), which
may be located centrally, and can be accessed
by the operators. It typically resides in the fol-
lowing URL: https:// www.uddi.org/opera-
tor/ReplicationConfiguration.xml and can
also be stored within the operator’s Web serv-
er. In the latter case, each operator has to
maintain the same copy of the RCF in order to
maintain the consistency of the nodes. UDDI
datareplication is governed by the set of para-
meters that form this RCF. This file maintains
the necessary information about the opera-
tors in the replication process.

wsj2.com
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Private registries that
are deployed within the
enterprise can be
promoted to public
registries with the help

of replication ’ ’

The following are the parameters defined in
the RCF:
 serialNumber: Value of this element changes

whenever the RCF is updated or changed.

« timeOfConfigurationUpdate: Gives you the
timestamp of the RCF.

 councilContact: Provides information about
the person who maintains or updates the RCF

e maximumTimeToSyncUBR: Allows you to
specify the maximum amount of time (in
hours) that a node in the UBR can sync with
all nodes in the UBR. The change made at
any single node in the UBR is expected to be
visible at all nodes in the UBR within this
time limit.

« maximumTimeToGetChanges: Allows you
to specify the maximum amount of time
(in hours) that an individual node may wait
to request changes. The nodes must per-
form get_change Records within this time
limit.

« operator: Provides the list of nodes that are
part of replication topology.

e communicationGraph: Provides the com-
munication paths of the nodes and their
replication topologies.

Sample Replication Configuration File
The RCF shown in Listing 7 represents a

four-node scenario in the communication
graph. This RCF holds information about the
nodes that take part in the replication process.

Replication Business
Advantage

Currently, replication is used in synchroniz-
ing the data in the registry among public oper-
ators. In the near future, replication as a func-
tionality will be used to synchronize data
across geographical locations. Nodes can

16

selectively replicate data based on their
requirements. For example, an operator host-
ing a registry in Japan will be able to replicate
only the services that are located in their region
based on their language. This filtering helps
consumers to avail the services at their
doorstep.

Filtering can also be done based on cat-
egories, which might be helpful to pro-
mote shared businesses. For example,
Company A and Company B can host their
individual registries, but they can share a
specific business segment between them.
This business segment has to be replicated
between them in order to keep them in
sync. Thus, businesses collaborate with
each other in a secure manner that bene-
fits their customers.

Private registries that are deployed
within the enterprise can be promoted to
public registries with the help of replica-
tion. Part of the data can be in a private
registry and part of it can be in a public
registry. For example, you could have a
bindingTemplate in a private registry that
points to a tModel in public registry. The
UDDI v3 Specification details the concept
of entity promotion, whereby the test reg-
istries can be promoted to production
mode retaining their keys.

Summary

As the UBR cloud has become online
and operational, the replication functional-
ity of the UDDI registry will make it more
adoptable in the Web services community
as a standard service discovery protocol.
This business-rich feature marks a mile-
stone in the history of UDDI. More busi-
nesses should register their meaningful
services in the UBR in order to add value to
the registry data, which in turn benefits the
service consumers.

References

« UDDI Version 2.0 Replication Speci-
fication: Version 2.03 Specification: http://
uddi.org/pubs/Replication-V2.03-
Published-20020719.pdf

e UDDI Version 2.0 XML Replication Schema:
http://uddi.org/schema/uddiv2replication.
xsd

e UDDI Version 2.0 Operator’s Specification:
http://uddi.org/pubs/Operators-V2.01-
Published-20020719.pdf

» UDDI4] SDK: http://uddi4j.org @
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he Web services vision of loosely
coupled interaction between compo-
nents, programs, and applications
is already beginning to create impressive
efficiencies of scale in business integration.
The notion of a Web service registry such as
UDDI is helping to turn this vision into a reali-
ty. Despite this, however, the comprehensive
adoption of a truly dynamic discovery of Web

services may still be delayed.

AUTHOR BIOS:

The Challenge of Dynamic Web
Services Discovery and Usage

Currently, the majority of Web services
are developed for internal enterprise use.
Most existing projects are experimental,
while a few early applications already in
use provide highly focused functionality
for solving specific business and technolo-
gy problems. For these applications, where
all users are within the same enterprise
or project team, manual discovery and
coding of clients is the most efficient
approach.

Web services appear poised to become
more widely adopted in coming years,
allowing much broader intra- and inter-
enterprise integration. Increasingly, devel-
opers will require automated systems for

written by Joram Borenstein and Joshua Fox

SEMANTIC
DISCOVERY FOR
WEB SERVICES

A step toward fulfillment of the vision

service discovery, enabling further Web
services interaction with even less human
effort. UDDI exists precisely for this rea-
son. However, unless the service’s client
knows the exact form and meaning of a
service’s WSDL in advance, the combina-
tion of UDDI with WSDL and coarse-
grained business descriptions is not
enough to allow fully automated service
discovery and usage.

Semantic Confusion

When semantics for input and output
parameters are weakly defined, increased
numbers of Web services in a given func-
tional domain increase the difficulty of
accessing each service. Semantic inconsis-
tency can occur in several ways:

Calculation
Service

18

ATax Calculation Web Service

wsj2.com



e Poorly defined semantics
< Shared syntax, different semantics
e Shared semantics, different syntax

These problems often combine and
result in overlapping and conflicting syntax
and semantics.

Poorly Defined Semantics
Today service semantics are often left

unstated and are guessed at or interchanged
by humans. Without sufficient description, a
service is virtually useless to anyone but the
original developer.

Let’s look at a simple example, a tax calcu-
lation service, which has a single, synchronous
operation. This operation receives an input
message with floating-point amount and
string zip, and an output message with float-
ing-point rate and integer tax (see Figure 1).

This is a very simple Web service, yet confu-
sion arises without a formal specification of
semantics. For example, what units go into the
amount element? It happens to be U.S. dollars.
While this might be obvious to the service
provider who intended this service for U.S.
consumption, potential service clients from
other countries need to at least be aware of the
expectations of this service.

Shared Syntax, Different Semantics
Unspecified differences in semantics

can cause confusion between services.
This causes problems when a client is
coded to use one service, but tries to use
another service with different semantics.
As long as the syntax (as represented, for
example, by WSDL message definitions)
is the same, the call to the service will
succeed, but it will return unexpected
results.

Two tax calculation services may
receive similar inputs and respond with
similar outputs, but one calculates in-
come tax while the other calculates sales
tax.

The client must be aware of the precise
functionality each Web service provides
before calling it. Even where WSDL is
available, semantics are not expressed
precisely in the service interface alone,
but rather must be learned by the devel-
oper working on the client side.

Shared Semantics, Different Syntax
Likewise, two Web services may have

shared semantics (functionality) but differ-

wsj2.com

ent syntax. For instance, two services may
calculate sales tax; in the first service, rate is
a multiplier — a 5.5% rate would be given as
0.55 — while in the other, it is a percentage,
with the same value given as 5.5%. Mul-
tiplier and percentage are semantically
identical, as long as a factor of 100 can be
taken into account in transforming one to
the other.

The zip element, which allows tax to be
calculated based on the legal jurisdiction, is
a five-digit U.S. Postal Service ZIP code in
one service. Yet a client application may
have been coded to work with another ser-
vice that has the same functionality but
instead expects a nine-digit ZIP code. We
know that we can derive the short code by
truncating the long one, but software does
not know this unless it is formally encoded.

Where services have similar functionali-
ty but different syntax, it's often quite easy
to convert between the two. However, this is

Web services developers
can take a significant
step toward active Web
service integration by
overcoming problems of

semantic inconsistency 79

only possible if the meaning of each input
and output parameter is understood pre-
cisely.

A Semantic Approach to
Service Discovery

Solving these problems requires a
semantic approach to the dynamic discov-
ery and interoperability of new Web servic-
es, building on lessons learned as part of the
implementation of the Semantic Web, a
visionary idea of dynamic interoperability
of computer systems over the Internet. Tim
Berners-Lee, inventor of the World Wide
Web, has been promoting his vision for sev-
eral years (see Resources). The key ingredi-
ent of the semantic approach is the formal
capture of the Web service’s interface by ref-

erence to an agreed-upon business-orient-
ed vocabulary (semantic model), described
in more detail later.

Although most writings on the Semantic
Web do not explicitly mention SOAP, WSDL,
and UDDI, the vision of the Semantic Web is
best implemented with Web services. In this
article, besides presenting a practical solu-
tion to a practical problem faced by Web
service developers today, we hope to show
how Web services fit into the vision of the
Semantic Web.

The architecture for Web service dis-
covery through UDDI, or other Web ser-
vices registries such as ebXML, breaks
down interaction stages into distinct
roles, including Service Provider, Registry,
and Client. To add semantics to these
interactions, no change is required for the
UDDI Registry, so roles in the semantic
approach can be broken down into Pro-
vider and Client. Of the two, the Provider
has the greatest burden, providing more
detailed information about the meaning
of the service. The developer on the client
side must also change his or her workflow
to use the semantic approach. No changes
are needed to the discovery process are
needed, but with the use of a semantic
description, the client can discover the
service semantically, and then apply
transformations to adapt the interface of
the service to the interface expected by
using existing Client software.

Despite these changes, the semantic
approach simply requires the formalization
of existing development steps; all the
semantic steps must in any case be done,
albeit informally, in spreadsheets or word-
processor documents. For a service to be
used, the Provider must somehow tell the
Client what the service “means,” and the
Client must understand what it means and
adapt the expectations of the client software
to the actual Service interface.

The Provider’s Role:
Semantic Registration

The Service Provider

Development Process
e Use an ontology to model the real-world

concepts related to the service’s func-
tionality.

e Create a WSDL document for the Web
service.

« Map elements of the WSDL messages to se-
mantic concepts, saving mappings in RDF
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« Register the model, WSDL, and mappings
to the UDDI Registry.

The role of the Service Provider is to for-
mally represent the service’s semantics in a
machine-readable way in a UDDI Registry.

Model Real-World Concepts
To enable semantic queries, a Service

Provider starts by modeling the semantics
of the real-world concepts associated
with the service. Such a model is based on
the principles of ontology, the science of
meaning. A semantic model based on
ontology includes:

« Classes: Sets of real-life entities with some
characteristics in common, and the gen-
eralization/specialization (inheritance)
relationships between them

e Properties: Relate these classes to each
other

« Business Rules: Indicate constraints on
and relationships between properties

Part of the model for our example is de-
picted in Figure 2, while a fuller version is
available as Listing 1 (for space reasons the
code for Listing 1 is online at www.sys-
con.com/webservices/ sourcec.cfm).

Roles in the semantic

approach can be broken

down into Provider and

Client 'J 9

OWL (Web Ontology Language) is a
markup language semantics that enables
ontology sharing via the Web and is the
W3C’s XML-based working draft for a
standard (see Listing 1). It is an updated
version of DAML+OIL (DARPA Agent
Markup Language + Ontology Inference
Language) and continues much of the
work done previously on RDF (Resource
Description Framework). The OWL repre-
sentation can be registered easily in a
standard UDDI Registry as a tModel, as
we will explain later.

The semantic model represents the
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meaning of a service’s functionality. Achieving
consensus in ontology can be difficult.
But even before standards emerge for
the ontologies of specific vertical busi-
ness areas, the Service Provider can reg-
ister a semantic model, which the Client
can then inspect and use for look-up.
Where heterogeneous semantic models
must be reconciled, they can be inte-
grated by merging them into a larger
model that includes synonymous classes
and properties.

With a formal semantic model in place,
it doesn’t matter if the service works with
dollars or euros, percentages or multipli-
ers, as long as the service’s functionality is
encoded in the ontology. With formalisms
in place, such syntactic differences are
easily overcome through XSLT transfor-
mations that convert from one syntax to
another.

The ontological model does not yet
represent the service itself, since specific
input and output parameters are not
encoded. However, it does represent the

critical concepts needed to understand
the service’s functionality.

Create a WSDL Document for the Web

Services
Next, the Provider creates the WSDL,

which defines the Service’s syntax by speci-
fying the structure of the input and output
messages, along with aspects of the service’s
runtime bindings. Creating a WSDL docu-
ment and registering it to a UDDI Registry is
a best practice even if the semantic ap-
proach is not used. A WSDL document for
this service is shown in Listing 2.

Map Elements from the WSDL Messages

to Semantic Concepts
The next stage is to express the meaning of

the WSDL by mapping the operations, along
with the schemas of the WSDL input and output
messages or signatures, to the semantic model.

In some cases, we map a schema ele-
ment into an indirect property, which is a
series of several properties, to express
semantic concepts precisely.
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In our example, we map the schema
element rate in the output structure to the
rate property of class Tax, linked to the
multiplier property of class Rate. In this
way, we have encoded the precise meaning
of this output parameter, stating that the
rate is expressed as a multiplier rather
than as a percentage. A Client looking for a
percentage can later transform multiplier
to percentage by using the business rule
formally encoded in the semantic model:
multiplier = percentage/100.

Likewise, we map the zip schema ele-
ment to the jurisdiction property of class
Tax linked to the zipCodes property of
class Jurisdiction, linked yet again with
fiveDigit property of class ZipCode. In this
way, we state that the tax is to be calculat-
ed in a given jurisdiction (city or state),
that the jurisdiction is characterized by its
ZIP codes, and that the ZIP code is
expressed in its five-digit form.

Figure 3 shows a subset of these map-
pings graphically, while Table 1 lists the
mappings in full.

Mappings can be expressed in an XML
document formatted in the RDF RDF is
built of triplets expressing a relationship of
the form subject-predicate-object. For
example, we would express a mapping as
the following triplet: 1) “element rate”, 2)
“maps to”, and 3) “property rate of class Tax”.

Register the Model, WSDL, and

Mappings to the UDDI Registry
The last stage is to register these ele-

ments to a UDDI Registry. The concepts in
the WSDL, the semantic model, and the
mappings between them fit quite naturally
into UDDI as tModels. In fact, it is already
considered a best practice to store WSDL in
this way; the other artifacts are stored in the
same way (see Figure 4).

Semantic Mappings in Full
Ontological Indirect Property Schema Element

Tax.gross = MonetaryAmount.quantity
GrossPayment

Tax \Junsdlctlon
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multlpller$ RealNumber
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| Some of the semantic mappings

The semantic approach to UDDI re-
quires registering more artifacts to the reg-
istry than the nonsemantic approach. For-
tunately, however, the UDDI object model is
flexible enough to allow this sort of usage
since the UDDI API has been designed with
batch-processing capabilities, allowing the
registering or querying of multiple tModels
with a single remote call.

The Client’s Role:

Semantic Discovery

« ldentify the required functionality.

e Query UDDI, locate service, and retrieve
all semantic and interface descriptions.

« Create transformations to use the service
from the Client.

« Access the Web service using the WSDL
document.

The Web service is now ready for seman-
tic discovery. The Client needs to discover a

amount in complex type

Tax.jurisdiction = Jurisdiction.zipCodes =» ZipCode.fiveDigit
GrossPayment

zip in complex type

Tax.amount = MonetarySum.quantity

tax in complex type Tax

Tax.rate = Rate.multiplier

rate in complex type Tax
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service that meets the required business
needs and then calls this service.

Identify the Required Functionality
To identify the required service function-

ality, the Client first discovers the agreed-
upon semantic model using UDDI and
loads it over standard HTTP. The techniques
to do so resemble the use of UDDI for find-
ing any other resource. The Client simply
locates the OWL document representing the
semantic model by finding the appropriate
tModel based on industry sector and gener-
al taxonomies.

Even when not standardized, the seman-
tic model is general enough to cover a wide
variety of services for a given industry verti-
cal or horizontal sector. For example, the
model depicted above (see Figure 2 and
Listing 1) would be part of a much larger
industry-standard model for financial ser-
vices. Where multiple “standard” models
exist, they can easily be linked together
through ontological properties and inheri-
tance in order to form a larger, more inclu-
sive model.

In the non-semantic approach, the
industry definitions and taxonomies jointly
express a kind of semantics. But the Client
must still know exactly what service is
needed and exactly what input and output
messages to look for in the registry. In the
semantic approach, the Client first access-
es the general service category through tax-

wsj2.com



onomies; then, by referencing the func-
tionality of the service in meaningful se-
mantic classes such as SalesTax, ZipCode,
and Jurisdiction, the Client finds the serv-
ice that approximates its precise needs.

Query UDDI, Locate Service, and
Retrieve all Semantic and Interface

Descriptions
Having identified the relevant ontolog-

ical concepts in the semantic model, the

Client now navigates the mappings that

link the model to the required WSDL files.

The Client discovers a WSDL file with a

function whose input and output sche-

mas are mapped to the input and output
concepts.

In our example, a suitable Web service is
any WSDL with the correct semantics:

e The input-message schema includes ele-
ments expressing the ontological proper-
ties amount and zip.

e The output-message schema includes
elements expressing the ontological
properties tax and rate.

The Client identifies these semantic val-
ues and uses the mappings to find identi-
fiers for the services that provide the func-
tionality. The Client can then directly dis-
cover these services through UDDI.

Create Transformations to Use the

Service from the Client
The Client may have been coded to pass

input and expect output with a certain syn-
tax, while the service expects input and
returns output with another syntax. For
example, the Client may pass a ZIP code as
a nine-digit string, while the service expects
a five-digit string; likewise, the service may
return a tax rate as a multiplier such as
0.055, while the Client expects a percentage
such as 5.5.

This problem can be resolved through
semantics. In a simpler but manual
approach, the developer can code the
transformation from one to the other

Semantic
Model

an|

uDDI

Registry

Mappings

WSDL

| Registering the semantic model, WSDL, and mappings to the UDDI Registry

Without a semantic
infrastructure to form

the backbone of the UDDI
Registry, semantic
inconsistency will

prevent the large-scale
adoption of active Web
Services adoption 79
using XSLT. With semantics in hand, the
meaning of the parameters is clear and
such transformation code is easy to
develop. In a more advanced and dynam-

ic approach, semantically based soft-
ware can automatically generate XSLT to

WSDL Message Syntax

WSDL allows SOAP input and output to be specified in two different ways: as “literal” values or
“encoded” as function parameters. In the former approach, XML documents are passed; the latter approach
resembles function calls as seen in programming languages. Either the “literal” or “encoded” approach can
be used with the technique described here. Examples are given with the “literal” approach.

wsj2.com

convert from the XML of one schema to
the XML of another schema, based on
the shared semantics of the schemas.
This is suitable for WSDL operations
whose parameters are specified as “liter-
al.” A third approach combines seman-
tics with the flexibility of DIl (Dynamic
Invocation Interface): the client adapts
its input messages to the needs of the
service’s interface at runtime. This is
suitable to parameters specified as
“encoded.”

Access the Web Service
With aWSDL document available to fully

characterize the Web service and transfor-
mations in place to adapt between the Client
and the Server, the Client can now call on the
Web service directly, just as with any WSDL.

Conclusion

In the context of UDDI, WSDL alone can-
not deliver the vision of loosely coupled,
dynamically interoperating Web services,
and so cannot ensure that the current
growth in Web services adoption will con-
tinue. Without a semantic infrastructure to
form the backbone of the UDDI Registry,
semantic inconsistency will prevent the
large-scale adoption of active Web services
adoption. The ongoing decentralization of
Web services will make this problem increas-
ingly acute in the coming few years. For-
malization of the semantics in Web services is
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a step toward automated UDDI discovery and
the fulfillment of the Semantic Web vision.

Resources

e UDDI for Python (UDDI4Py): www.alpha-
works.ibm.com/tech/uddi4py

« Microsoft UDDI Software Development Kit:
http://uddi.microsoft.com/developer/
default.aspx

e Java API for XML Registries (JAXR): http://
java.sun.com/xml/jaxr/

« UDDI Homepage: www.uddi.org

e UDDI4J (Open Source UDDI Client API in

Java): www.uddidj.org

“Using WSDL in a UDDI Registry: www
.0asis-open.org/committees/uddi-
spec/doc/bp/uddi-spec-tc-bp-using-wsdl-
v108-20021110.htm

Resource Description Framework: www.w3.
org/RDF

“Semantic Web Activity (W3C)”: www.w3.
org/2001/sw/

Web Ontology Language (OWL) Reference:
www.w3.0rg/TR/owl-ref

Berners-Lee, Tim; Hendler, James . and
Lassila, Ora. “The Semantic Web.” www.sc

e Januszewski,

iam.com/2001/0501issue/0501berners-
lee.html

e Grove, Andy. “Understanding UDDI

tModels and Taxonomies,” Web Services
Journal (Vol. 1, issue 2; November
2001).

Karsten. “UDDI and
WSDL: Natural Companions,” Web serv-
ices Journal (Vol. 1, issue 3; December
2001).

e Ogbuji, Uche. “Supercharging WSDL

with RDFE” www-106.ibm.com/develop-
erworks/ library/ws-rdf/?dwzone=ws ©

Listing 2: WSDL file

"
<types>
<s:schema
" el ement For nDef aul t ="qual i fi ed">
<s: conpl exType name="Tax">

<s:sequence>

</ s:sequence>
</ s: conpl exType>
<s: conpl exType nanme="G ossPaynent ">

<Ss:sequence>

</ s:sequence>
</ s: conpl exType>
</ s: schenma>
</types>

<nmessage nane="cal cul at eTaxln">

</ message>

<nmessage nane="cal cul at eTaxQut ">

</ message>

xm ns: http="http://schemas. xm soap. org/wsdl / http/"

xm ns: soap="http://schemas. xnl soap. or g/ wsdl / soap/ "

xm ns: s="http://ww. w3. or g/ 2001/ XM_Schema"

xm ns: finance="http://wwmn. financi al exanpl e. com’ TaxSer vi ce/ "
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns:tmE"http:// mcrosoft. com wsdl / m e/ t ext Mat chi ng/ "

xm ns: m me="http://schemas. xm soap. or g/ wsdl / m e/ "

xm ns="http://schemas. xm soap. org/ wsdl /"

t ar get Nanespace="htt p://wwv. fi nanci al exanpl e. com’ TaxSer vi ce/

target Namespace="http: //wwmw. fi nanci al exanpl e. con? TaxSer vi ce/

<s:el ement nanme="tax" type="s:float"/>

<s:el ement nane="rate" type="s:float"/>

<s: el ement nanme="anmount" type="s:float"/>

<s:el ement nane="zip" type="s:string"/>

<part nane="Body" type="finance: G ossPaynment"/>

<part nane="Body" type="finance: Tax"/>

</ operati on>

</ port Type>

<soap: operation

<i nput >

</i nput >

<out put >

</ out put >
</ oper ati on>

</ bi ndi ng>

<soap: addr ess

ice.jsp"/>
</ port>
</ servi ce>

</ definitions>
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<port Type nane="TaxServi ceSoap" >
<operati on nane="cal cul at eTax" >
<i nput nessage="fi nance: cal cul at eTaxl n"/>

<out put nessage="fi nance: cal cul at eTaxQut"/>

<bi ndi ng name="TaxSer vi ceSoap"
type="fi nance: TaxSer vi ceSoap" >

<soap: bi ndi ng styl e="docunent"
transport="http://schemas. xm soap. or g/ soap/ http"/>

<operati on nane="cal cul at eTax" >

soapAction="http://ww. financi al exanpl e. coml TaxSer vi ce/ cal cu

| at eTax" styl e="docunent"/>

<soap: body use="literal"/>

<soap: body use="literal"/>

<servi ce nanme="TaxService">
<docunent ati on>A sanpl e Tine service</docunentation>
<port name="TaxServi ceSoap"

bi ndi ng="fi nance: TaxSer vi ceSoap" >

l ocation="http://ww.financi al exanpl e. conf TaxSer vi ce/ TaxSer v

Download the code at

sys-con.com/webservices

wsj2.com
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1 3 his article, the first of two parts,
E B will compare and contrast Web
g ‘ services with other distributed com-
puting component technologies such as
CORBA, J2EE, and DCOM. We look at these
approaches in the context of their respec-
tive capabilities in support of integration
solutions and application architecture do-
mains (e.g., loosely coupled versus tightly
coupled applications).

These technologies are complementa-
ry, but the most important consideration
for choosing a particular technology is its
suitability for a particular problem/solu-
tion domain.

At a high level, an enterprise application
environment consists of domain-specific

AUTHOR BIO:
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Integration

proaches:

Web Services vs Distributed
Component Models

Solutions for integration problems old and new

applications, as well as certain integration
applications that involve weaving together
parts of the domain-specific applications.
For domain-specific applications, it is effi-
cient and feasible to make use of technolo-
gies such as J2EE and CORBA, as they pro-
vide a solid application development and
runtime platform.

While it is technically possible to use
J2EE, CORBA, and similar technologies
for integration applications, products
in the enterprise application integration
(EAI) category (which includes, for
example, message-oriented middleware
products) are a better fit. Web services
technologies are best suited for the
EAl problem domain and are comple-
mentary to the problem domain of J2EE,
CORBA, and other distributed compo-
nent technologies.

In this article we describe the charac-
teristics of the enterprise integration
environment, the attributes of an ideal
integration solution, and the architectur-
al requirements entailed by these consid-
erations. We look at how Web services can
provide solutions for long-standing inte-
gration problems, as well as for new
classes of integration problems that are
not explicitly addressed by component
models.

Finally, we’ll look at how distributed
technologies such as CORBA are better
suited for domain-specific application
development, and how they complement
Web services technologies.

Enterprise Integration

Environment

This section describes some of the
characteristics of the integration environ-
ment for the enterprise, including the
technical landscape and specific problem
areas typically addressed by integration
projects. Most of these problems are com-
monly applicable to internal integration
(such as EAI) as well external integration
(commonly referenced as B2Bi). In addi-
tion, we’ll look at the “political landscape”
because organizational considerations
can also affect the choice of integration
technologies.

The typical enterprise integration envi-
ronment has the following characteristics:
1. Multiple applications: Including both

packaged applications and those
developed in-house.

2. Differentways to access the functions and
datacontrolled by these applications (e.g.,
database, API, flat file, etc.) and varying
levels of support for integration: Some
applications may have been devel-
oped with the assumption that they
will never have to be integrated with
the rest of the enterprise.

3. Multiple platforms and operating sys-
tems: Everything from mainframes to
desktops.

4. Multiple component models: An enter-
prise will have applications built
using CORBA, J2EE, or DCOM that
don’t “automatically” interoperate.

5. Multiple models for handling security
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aspects: Data confidentiality, user
authentication, authorization, etc.

6. Multiple models for handling application
transactions: Two-phase commit, open
nesting of transactions, etc.

7. Varying levels of application availability:
Some applications are expected to be
up and running continuously, while
others may have intermittent avail-
ability.

8. Different data formats (both within the
enterprise and across trading partners):
XML, native text, native binary, etc.

9. Different network protocols: 110P, MQ,
HTTP(S), etc.

10. Systems with difficult and expensive
problems of software version control and
upgrade management: Some systems
may require an all-or-nothing up-
grade, while others may allow piece-
meal upgrades of system compo-
nents.

11. Different performance and response
requirements: Some systems must pro-
vide near real-time response, while
others may take days to complete (or
much longer in some cases, e.g., a
system that wants to be notified
whenever a partner contract expires
may deploy a “logical workflow” solu-
tion that runs for years!).

12. The political landscape: Note that it
may be difficult to get different teams
to agree on a common component
model, and that different teams may
have very different areas of techno-
logical expertise. Thus there are costs
associated with reaching and imple-
menting a cross-organizational tech-
nology agreement - e.g., retraining
some or all of the developers.

Given this enterprise integration envi-
ronment, the next order of business is to
identify the precise subsets of the prob-
lems, such that a unique solution can be
efficiently applied to each subset. The
goal therefore is to determine the right
tools for a particular job, instead of trying
to apply the same tool for every job.

Integration Problem Domain and
Architectural Requirements

The previous section highlights the
nature of the integration problem, which
implicitly places certain architectural
constraints on the solutions. These con-
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straints are listed below (numbers in

parentheses refer to the integration envi-

ronment characteristics described above).

Itis unlikely that a single solution would
fulfill the entire list of requirements and
constraints. Therefore, these constraints

should not be interpreted as mandating a

single comprehensive solution. Products

will eventually become available to ad-
dress more narrowly focused problems.

But while a given integration problem is

unlikely to require all the capabilities list-

ed below, a comprehensive integration
toolkit will exhibit the following charac-
teristics:

e Capable of integrating different sys-
tems via their existing interfaces,
preferably with “zero-touch” (1). (Note:
“Zero-touch” refers to integration solu-
tions that require no changes to existing
application code — not even relinking or
recompiling.) Existing applications
(e.g., “dusty decks” or packaged applica-
tions) may not tolerate any change.

« Not restricted to any particular mecha-
nisms for interacting with the applica-
tion systems (2). It should be possible
for the “glue code” that implements
integration connections to use a file in-
terface, an application API, or any other
interaction mechanism.

e Platform and language independent
3).

* Neutral with respect to the structure of
the implementation behind the end-
points (4, 5, 6, 9). The integration solu-
tion should be neutral with respect to
the component model (and the security
model, the transaction model, etc.) of
the application behind an endpoint.

e Independent of endpoint availability
models (7, 11). Only one end of the
interaction may be available at a given
time. There should be no restriction on
how long the interaction should take.

e Adaptable to any data format (7).
Support for a neutral data description
language is necessary in order to adapt
to any data format. In addition, the data
description language should be:

- Rich enough to support the seman-
tics and constraints of the different
endpoint data formats

- Easily translatable to the different
endpoint data formats. A self-des-
cribing language is the key to making
the translation easy

- Independent of the transport proto-
col used for communicating with the
endpoints (8).

Central to most of these requirements
is a common theme of neutrality. That is,
the integration solution should be neutral
to platforms, languages, application com-
ponent models, transaction models, secu-
rity models, transport protocols, invoca-
tion mechanisms, data formats, endpoint
availability models, and so on.

In other words, the integration solution
largely depends upon an abstraction layer
that exposes, in a neutral format, the data
and service interfaces of different end-
points participating in an integration sce-
nario. Supporting the other aspects of
neutrality, such as language neutrality,
transport neutrality, etc., also requires
support for a neutral data format and neu-
tral service interface specification for dif-
ferent languages, platforms, transports,
etc. Once such an abstraction layer is
established - to expose in a common lan-
guage the service and data interfaces of
different endpoints — the next challenges
are related to interaction patterns be-
tween the endpoints.

The interaction patterns are mainly
related to determining the semantics of
the data passing through the endpoints,
the granularities of the service interfaces
offered by the endpoints, the contextual
information that needs to be exchanged
along with data, and so on.

These requirements impose con-
straints on the interaction pattern. Note
that the details of the applications behind
the endpoints need to be hidden from the
integration solution. In order to hide the
internal application model, the endpoints
must expose coarse-grained interfaces
that reduce the number of interactions.
The reduced number of interactions re-
quires passing semantically richer data
structures through the interfaces, and
deriving finer-grained data from these
rich data structures. These rich data struc-
tures are commonly called business docu-
ments, and the interaction between dis-
parate systems via exchange of the busi-
ness documents is commonly called doc-
ument-style interactions.

The other style of interaction (called
RPC style) typically involves passing a
small number of individual data items in
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multiple requests, and synchronously get-
ting a small number of reply data items in
return. In this environment, the decision
to invoke a particular synchronous call,
and the data to be passed to the call,
depends heavily upon the context, which
is defined by the previously invoked RPC
calls and the data returned by them.

A document-style communications
approach organizes data within a collec-
tion, called business document, and
makes far fewer invocations compared
with the RPC style. The business docu-
ment contains all of the information
required for business processing and typ-
ically contains far more data than the
amount passed in RPC-style parameters.
While a document processing request/
response could be synchronous, an asyn-
chronous approach is far more common.

In analyzing the requirements of neu-
trality with regard to the application
model behind the endpoint, it’s clear that
the desirable interaction pattern in such
an enterprise integration environment is
that of the coarse-grained document style.

The document-style interaction pat-
tern is also a natural choice for support-
ing different availability models. In docu-
ment-style interaction, all the necessary
information for invoking a service is
encoded in stand-alone business docu-
ments, allowing applications to have life
cycles independent of each other, or at
least letting each one function normally
for prolonged periods of time, without
communicating with each other. This
makes it possible for clients to make
requests, and for a service to consume
and process requests, independent of
whether the client or service is immedi-
ately available.

Theoretically, the RPC style could also
utilize a communication model where
the client and server operate independ-
ent of each other’s availability. However,
this is often not useful in practice be-
cause applications using the RPC style
typically depend upon an immediate
response so that the application can
decide its next step.

Another term that is commonly used
in describing and differentiating the
nature of interactions between endpoints
is loosely coupled vs. tightly coupled. The
coupling between any two systems
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essentially indicates the degree of
dependency they have on each other.
The degree of coupling implies some
level of cooperation, as the two commu-
nicating systems must have a certain
level of agreement and the degree of
coupling depends upon the nature of
that agreement.

...the most important
consideration for choosing
a particular technology

Is its suitability for a

particular problem/solution

domain
77

If the clients are required to program
their logic against a specific APl and a
specific application model exposed and
controlled by the service, then the
dependency (and hence the coupling)
between the client and service is tighter.
Such tightly coupled systems typically
involve invocation of multiple fine-
grained APls, which essentially visit dif-
ferent parts of the application.

As a result, tightly coupled interac-
tions largely depend upon a general
acceptance of the component model on
which the application is designed. In
these systems, the connections that a
client makes with the service are dedicat-
ed to specific purposes and are therefore
not reusable in most cases. Integration
using such models tends to result in brit-
tle and inflexible systems in the sense
that a change in the use of interface on
one side requires modification on the
other side.

On the other hand, loosely-coupled
systems do not bind to each other using
application-specific interfaces. Instead,
these systems make use of abstract mes-
sage definitions to mediate their binding
with respect to each other. For example,
the interfaces of loosely coupled systems

focus on the message definitions instead
of method signatures. This supports gen-
eral-purpose message definitions such
that the application code can indepen-
dently handle the complexity of process-
ing specific message instances, which
makes the interfaces reusable.

While a tightly coupled approach offers
tremendous runtime efficiency (because
the common component model can be
directly exploited for low-level use case
scenarios), a loosely coupled approach
provides flexibility to support different
high-level use cases.

Conclusion

In summary, the requirements des-
cribed here demand an integration tech-
nology that is neutral with respect to
object models, interaction styles, and
transports, and which can provide very
high interoperability. The interoperabili-
ty is determined by the way the ex-
changed documents are defined, pro-
duced, and consumed. The integration
technology needs to support defining the
data and service interfaces in a neutral
manner — and must build on this seman-
tically rich layer of data and service
descriptions so as to support document-
style, loosely coupled interactions be-
tween the endpoints.

Note that in addition to the documents
themselves, the endpoints pass addition-
al metadata such as security context.
Therefore, the solution must also take
care of packaging and exchanging such
context information in an interoperable
manner.

These
affect the standardization of the packaging, as

interoperability considerations

well as the standardization of the actual ex-
change of packaged messages (in other
words, both the document and metadata).
Again, it should be possible to use any trans-
port for actual exchange of the messages; the
choice of the transport is based primarily on
the transport facilities required by a particular
use case, such as reliable messaging, message
brokering, etc.

The second article in this series will
describe how Web services address the
architectural requirements of the integra-
tion problem domain. @
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Web Serviees Jowuwurmnmnal

Focus Message-Cenirlc Web Services vs RPC

Document-Based
Web Services Using JAXM

A good, but evolving, solution

PC-style Web services aim to expose a business object as a Web service interface
described by WSDL (Web Services Description Language). On the other hand, document-
based Web services are based on the exchange of XML documents between two parties.
The Web service receiving the document is responsible for performing actions based on the
content of the XML document. The benefits of using a document-style Web service are:
= They facilitate exchange of self-describing documents that have a business context (ebXML)

AUTHOR BIO:

instead of exchange of data structures that reflect application interfaces.
= Document-based Web services support synchronous and asynchronous interactions.

= Since changing a few fields in a document doesn’t break the contract between the two
parties as changing the application interface would, document-based Web services provide

better insulation from changes to the underlying service.

JAXM (Java API for XML Messaging) is a
Java Community Process project (JSR 67)
that defines a Java API for exchanging busi-
ness documents. JAXM aims to provide a
SOAP-based infrastructure for building,
sending, and receiving messages. It provides
an abstraction for transport protocols
(HTTP, SMTP, and FTP) and business mes-
saging protocols (ebXML). The actual proto-
cols used for conducting electronic business
depend upon the implementation of JAXM.

Complex e-business applications are a
combination of synchronous and asynchro-
nous interactions. Consider, for example,
Acme Consulting Company. Acme allows its
consultants to bill their clients by using aWeb
interface (see Figure 1). The interaction
between the consultant and the Web applica-
tion is essentially synchronous in nature.
Acme’s Web application interfaces with its
billing system. On receiving the billing infor-
mation, the billing system performs a series
of operations (e.g., getting customer informa-
tion from the ERP system) that can take a
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considerable amount of time. To improve the
user experience by reducing response times,
an interaction like the one between the Web
application and the billing system can be
modeled as an asynchronous interaction. In
this article, we'll use the Acme example (see
Figure 1) to demonstrate how JAXM can build
document-based interactions that can be
either synchronous or asynchronous.

JAXM Basics
Figure 2 illustrates the fundamental ele-
ments of the JAXM architecture.

JAXM Service
A JAXM service consumes JAXM mes-

sages sent by a JAXM client. To develop a
JAXM service, developers extend the class
javax.xml.messaging.JAXMServlet and im-

deme il F'rocesing Cemwier

Exma

| Sample application
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plement either javax.xml.messaging.One
wayListener or the javax.xml.messaging.
RegRespListener interface. The choice of
interface implemented depends upon
whether the interaction between the client
and the server is asynchronous (Oneway
Listener) or synchronous (ReqRespListener)
in nature.

JAXM Client
Clients exchange messages with JAXM

services. JAXM clients can either directly
interact with a JAXM service or go through
a JAXM provider. JAXM clients that inter-
act directly with a JAXM service can only
participate in synchronous interactions.
JAXM clients that use a messaging pro-
vider can participate in asynchronous as
well as synchronous interactions with the
JAXM service.

JAXM Messaging Provider
A JAXM messaging provider is responsi-

ble for managing the routing of messages
for a JAXM client. Besides providing a
degree of separation between a JAXM client
and service, a provider can also offer addi-
tional services like reliable messaging, secu-
rity, and transaction support. Currently,
clients that want to interact asynchronously
with a JAXM service have to use a provider.

JAXM Message
All JAXM messages conform to the SOAP 1.1

and SOAP with Attachments standards. JAXM
messages also support the concept of higher-
level protocols like ebXML through the concept
of messaging profiles. A messaging profile
defines the messaging contract between two
parties. A JAXM client and service that share a
message profile like ebXML can conduct busi-
ness by exchanging ebXML messages.

Developing
Asynchronous Interactions

JAXM clients that want to interact asyn-
chronously with a JAXM service have to use
a messaging provider, and must run in a
servlet container or an EJB container as a
message-driven bean. This restriction
allows the messaging provider to notify the
client when the JAXM service has finished
processing their request.

In our example, the controller servlet
(acme.ControllerServlet) is a JAXM client
that asynchronously exchanges billing
information with the billing system (see
Figure 3) through a JAXM service (acme
.BillProcessingServlet).

The controller servlet creates a connec-
tion to a JAXM provider during initialization
as shown in Listing 1. The controller servlet
uses the default implementation of the

JAXM Basics
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The actual protocols
used for conducting
electronic business
depend upon the
iImplementation of
JAXM 99

JAXM provider that is bundled with the
JAXM reference implementation. Clients
can also retrieve JAXM providers that are
bound to a JNDI context.

Before sending a message, the controller
servlet selects a JAXM profile that is sup-
ported by the provider. A list of supported
profiles can be obtained from the Pro-
viderMetaData class instance that is
obtained by invoking the getMetaData
method on the ProviderConnection class
(see Listing 2).

In Acme’s case, the controller servlet uses
the SOAP-RP profile provided by the refer-
ence implementation. SOAP-RP provides an
implementation of the Web Services Routing
Protocol that supports messaging between
applications through an intermediary, like a
JAXM provider.

Next, the controller servlet uses a custom
MessageFactory to create a message that
supports the SOAP-RP profile.

SOAP- RPMessagel npl nsg = ( SOAP-
RPMessagel npl ) nf . cr eat eMessage() ;

After adding the necessary elements to the
message body (see Listing 3; Listings 3-8 can
be found online at www.sys-con.com /webser-
vices/sourcec.cfm), the controller servlet in-
vokes the send method on the Provider
Connection. The underlying XML message
sent by the client is shown in Listing 4.

The send method assumes a one-way
asynchronous communication between the
client and the service. Invoking the send
method by itself doesn’t guarantee successful
delivery of the message to the JAXM provider.
The underlying JAXM provider implementa-
tion is responsible for delivering the message
successfully to the JAXM service.
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The JAXM messaging provider asyn-
chronously routes the SOAP message to
the JAXM service implemented by the
class acme.BillProcessingServlet. On re-
ceiving the message the JAXM service
extracts information about the bill from
the message (see Listing 5). This informa-
tion is then passed on to the billing sys-
tem. Note that since this is an asynchro-
nous interaction, the JAXM service doesn‘t
return any response.

Developing
Synchronous Interactions
Although synchronous interactions are

typically thought of as synonymous with
RPC-style Web services, there are situa-
tions where document-based Web servic-
es make a better case for synchronous ex-
change of documents. Take the example of
two parties that want to synchronously
exchange ebXML documents. An RPC-
style Web service that exposes a system’s
object model through WSDL may not be
capable of exchanging ebXML documents,
whereas a document-based JAXM service
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which is not bound to by an object model
can easily lend itself to this situation.

In our example, consultants can use
Acme’s Web application to search for a list
of bills by the name of the company (see
Figure 4). The controller servlet (JAXM
client) conducts the search on behalf of
the consultants through a synchronous
message exchange with a JAXM service
(acme.BillingInformationServlet).

The controller servlet uses the default

MessageFactory class to create an empty
SOAP message and then populates the
SOAP message body with required ele-
ments (see Listing 6).

After constructing the message, the con-
troller servlet uses class javax.xml.soap.SOAP
ConnectionFactory to create a connection and
send the message as shown below:

SOAPConnection connection =

SOAPConnect i onFact ory. newl nst ance(). crea

$299.00

This installable application is a clean-cut Web-based tool that
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to see how their issue is progressing. A unique number D is
assigned to every ticket. The system is extremely flexible
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| Synchronous message exchange

t eConnection();
java.net.URL endpoint =
new j ava.net.URL("http://local -
host : 8080/ nessagi ng/findBills");
/1 Send the nessage
SOAPMessage responseMessage = connec-
tion.call (nmessage, endpoint);

Note the difference between the call
method of the class SOAPConnection
and the send method (see Listing 3) of
the Provider Connection class. The call
method accepts an instance of java.net.
URL, which directly points to the JAXM
service. The send method of the Pro-
viderConnection class assumes that the
address of the JAXM service is embedded
in the SOAP message. The call method
also blocks the JAXM client until the
JAXM service returns a response.

The message is directly routed to the
JAXM service implemented by the servlet
jaxm.BillinglnformationServlet.This
servlet extends the class JAXMServlet
and implements the RegRespListener
interface. As shown in Listing 7, the
Billinglnformation Servlet extracts the
search criteria from the incoming SOAP
message, interfaces with the Acme
billing system to conduct a search and
returns a SOAP message containing the
search results to the JAXM client.

Example Installation Instructions
To try the example used in this article,
perform the following steps:

1. Download and install Sun's Java Developers
Web Service Pack (JDWSP). The software
can be found at http://java.sun.com/\Webs
ervices/downloads/webservicespack.html.

wsj2.com

2. Unzip file Messaging.jar. This will create a
folder called messaging on your hard
drive.

3. Open thefile build.properties in the messag-
ing folder. Change the property jdwsp.
home to point to the directory in which
the JDWSP was installed.

4. Assuming that you have Ant installed on
your machine, run the command Ant
(from command prompt or a shell prompt)
from the folder messaging.

5. Start the Tomcat servlet engine bundled
with JDWSP.

6. Using the URL http://localhost:8081/jaxm-
provideradmin/index.jsp, log into the
JDWSP administration tool.

7. Add the following endpoint mapping to
the SOAP-RP profile .

Uri: http://xyz.acme.conm processbill
URL: http://127.0.0.1:8081/jaxm

provi der/recei ver/ soaprp

8. You can submit billing information by
using the URL http://localhost:8080/mes-
saging/submitBill.jsp.

9. You can search for bills by company name
by using the URL http://localhost:8080/
messaging/search.jsp.

Conclusion

JAXM provides a good starting point
for developing document-based Web ser-
vices that can promote exchange of infor-
mation between enterprises in a loosely
coupled fashion through context-sensi-
tive documents. It provides a flexible pro-
tocol, supporting both synchronous and
asynchronous interactions between par-
ticipants.

JAXM is an evolving specification and
still doesn’t address issues like:

1. Support for asynchronous messaging with-
out using a message profile: Currently the
only way to communicate asynchronous-
ly with a JAXM service is to use a message
profile like ebXML or SOAP-RP profile.

2. Better interoperability with DOM: Cur-
rently, JAXM allows the developer to set
the entire content of a SOAP message by
invoking the setContent method of the
javax.xml.soap.SOAPPart class. There is
no support for inserting XML data frag-
ments into a SOAP message.

References

e Java API for XML Messaging: http://java.su
n.com/xml/jaxm/index.html

e Web Services Routing Protocol: http://
msdn.microsoft.com/library/default.asp?u
rl=/library/en-us/dnglobspec/html/ws-

routing.asp @
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try
{
pcf =

Provi der Connect i onFact ory. new nst anc
e();
pc = pcf.createConnection();
}
catch (SOAPException e)
{
throw new Servl et Exception(e);

}

String[] supportedProfiles =

nmet aDat a. get SupportedProfiles();
String profile = null;

for(int i=0; i <
supportedProfiles.|ength;
{

i ++)

i f(supportedProfiles[i].equal s("soap
rp"))
{
profile = supportedProfiles[i];
break;
}
}

Download the code at

sys-con.com/webservices
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Message-Centric Web Services v RPC

Intercepting SOAP Messages

Easy development based on Apache Axis

his article takes a look at SOAP Message handlers and

how JAX-RPC supports SOAP Message handlers and its

usage scenarios.

First, some of the terminology: a SOAP Interceptor takes raw

AUTHOR BIOS:

SOAP message as input and, before processing the message,

modifies the SOAP message or adds some additional information

to it, and then returns the SOAP message as output.

A SOAP Message handler is a mechanism
that intercepts the SOAP messages at the
client level as well as at the server level.
SOAP Intermediary intercepts the SOAP
message between the client and server.

SOAP Header processors deal mainly with
the header part of the SOAP payload. A
SOAP Header typically contains authentica-
tion information, a transaction ID, a digital
signature, or some routing information.

SOAP Message Handlers

A SOAP Message handler intercepts the
SOAP messages between the client and the
server and gets access to the SOAP message that
represents either SOAP request or SOAP
response. Message handlers are tied to the Web
service endpoints and are used to provide addi-
tional processing mechanisms when invoking a
service using RPC. A SOAP Message handler
processes the SOAP Header blocks as part of the
processing of an RPC request or response.

SOAP Message Handler Usage Scenarios
SOAP Message handlers are used for

many scenarios. Some typical handlers are:

e To do encryption and decryption on the
client and service side for exchanging mes-
sages securely
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« To provide Access-Control toWeb services

« To provide auditing, logging, metric col-
lection, caching, and transformation of
Web services

« To provide content-based routing

« To provide transaction management

JAX-RPC Message Handler

JAX-RPC defines the following inter-
faces/class in order to support the SOAP
Message handler.

Handler
A handler interface provides methods

for handleRequest, handleResponse, and
handleFault. handleRequest and handle-
Response perform the actual processing
work for a handler. The method handle-
Request processes the request SOAP mes-
sage, while the method handleResponse
processes the response SOAP message.
The method handleFault performs SOAP
fault processing.

SOAP Message Handler
A SOAP Message handler class is required

to implement the javax.xml.rpc.handler.Han-
dler interface.

GenericHandler

The javax.xml.rpc.handler.GenericHan dler
class is an abstract class that implements the
handler interface. Handler developers should
typically subclass the GenericHandler class
unless the handler implementation class
needs another class as its superclass.

In the case of Apache Axis, handler de-
velopers should subclass the BasicHandler,
which is a subclass of Handler.

HandlerChain
This class represents an ordered list of han-

dlers. An implementation class for the Han-
dlerChain interface abstracts the policy and
mechanism for the invocation of the registered
handlers. The default invocation policy is to
invoke handlers in the order of registration with
the HandlerChain instance. Additional policies
may be applied to process the SOAP Headers.

HandlerIinfo
The Handlerinfo class represents the

configuration data for a handler.

MessageContext
The interface MessageContext abstracts

the message context that is processed by a
handler in the handleRequest, handleRe-

wsj2.com
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FOCUS: Message-Centric Web Services vs RPC

sponse, or handleFault. It has a method to
set the properties, which are shared across
the handlers in the handler chain.

SOAPMessageContext
The interface SOAPMessageContext pro-

vides access to the SOAP message for either
RPC request or response. It has methods to set
and get the SOAP message.

Handler Configuration
A JAX-RPC handler may be configured and

used on the service client as follows:

¢ Aclient-requesthandler: Arequest handler is
invoked before an RPC request is communi-
cated to the target service endpoint.

¢ A client-response handler: A response han-
dler is invoked before an RPC response is
returned to the service client from the target
service endpoint.

A JAX-RPC handler may configured and
used on a service endpoint as follows:

« A server-request handler: On the service
endpoint side, a request handler is invoked
before an RPC request is dispatched to the
target service endpoint.

« A server-response handler: A response han-
dler is invoked before an RPC response is
communicated back to the service client
from the target service endpoint.

Let’s take a look at how to develop a
SOAP Message handler and how to config-
ure the handler at the service endpoint as a
request handler using the Apache Axis JAX-
RPC implementation.

Using SOAP Message
Handlers in Web Services

First, let's assume you're working on an
application where you need to send secure
SOAP messages to the Web service. In our exam-
ple, we're developing a purchase order process-
ing system where customers submit purchase
order requests and the system processes the
purchase orders. Each customer is assigned a
private/public key pair that is installed in the
clientmachine in akeystore, which is a database
for keys and certificates. The customer signs
each purchase order document using the pri-
vate key and passes the public key and certifi-
cate details along with the document.
Customers submit the signed purchase order
document using a Web service to the supplier.

On the supplier site, each XML Signature is
verified and if the identity of the submitter is
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accepted the purchase order is accepted for fur-
ther processing. A SOAP Message handler is
used in order to verify the XML Signature on the
supplier side.

Let’s consider how to develop the client
application to digitally sign and send the pur-
chase order document and how to develop
the server-side application to verify the sig-
nature and process the document. We'll use
Apache Axis.

Develop Client Application
Develop a Client application with the fol-

lowing:

* Purchase order generation

< Sign the purchase order document and send
it to service endpoint

Generate the purchase order (see Listing 1;
the Java code for this article, contained in
Listings 1-5, can be found online at www.sys-
con.com/webservices/sourcec. cfm) as shown
below. Assume that the Shipping and Billing
addresses are the same.

<pur chaseQr der or der Dat e="2003- 01- 20" >

<shi pTo country="IN'>

<name>ARAVI LLI </ nane>
<st r eet >Qunni ngham r oad </street>
<ci ty>Bangal ore </city>
<zi p>560052 </ zi p>
</ shi pTo>
<l tems>

<i tem part Nun¥"872- AA" >
<pr oduct Narme>l nkj et - Pri nt er
</ pr oduct Nane>
<quantity>5
<USPri ce>148. 95

</quantity>
</ USPri ce>
</itemr
</ltems>

</ pur chaseQ der >

Sign the purchase order document (see
Listing 2) using the private key and pass the cer-
tificate information. It signs only the purchase
order element tag instead of signing the entire
SOAP Body. The signature element looks like
Listing 6.

Now create a SOAP message with the
purchase order element in the body of
the SOAP message and signature in the
SOAP Header block. Add the service
name and method as part of the SOAP
Body in the message (see Listing 3 for
Java code and Listing 5 for the entire
SOAP message). The generated SOAP
message looks like Listing 7.

To generate this SOAP message, we
used a message-style Web service instead
of RPC.

Develop the Server Application
Develop the server application:

public class Service
{
public String processPOvet hod ()

{

/1 Actual processing done here

Develop the Message Handler
Develop a class that extends from Basic-

Handler of Apache Axis and override the
invoke method. Apache Axis defined Basic-
Handler as an abstract class that extends from
Handler, so the handler developer should sub-
class his pr her handler from BasicHandler
class. The Invoke method receives Mes-
sageContext, which contains the incoming
SOAPMessage. From the SOAP message ex-
tract the Signature element using XPath APIs
and verify it against the SOAP Body. If the veri-
fication succeeds, the handler passes the mes-
sage (removes the signature) on to the Web
service (purchase OrderService) server itself. If
the verification fails then the handler raises an
exception, which causes a SOAP fault to be
returned (see Listing 4 for Java code).

Deploy the Service
and Configure the Handler
Configure the Handler

Configure the handler using the Handler
element in the Apache AxisWeb service deploy-
ment descriptor. This element has two attrib-
utes: the name for the handler and the type of
handler. Handler type refers to the Java class
that implements the handler. The Handler ele-
ment contains several child <parameter> ele-
ments, which can be used to provide the con-
figuration details for the handler:

<handl er name=" signature"
t ype="Decrypti onHandl er" >
<par aneter nanme="fil enane"
val ue="MService.l og"/>

</ handl er >

Handler chain is a collection of one or
more handlers:

<chain name = "ny_own_chain" >
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<handl er nanme=" Handl er 1"
type="Typel">

<par anet er nanme="paranml" val ue="Val uel"/>
</ handl er >

nanme="Handl er2 "

handl er type="Typ2">

<par anet er nanme="paran?" val ue="val ue2"/>
</ handl er >

</ chai n>

In order to reuse the handlers, define them
separately and reference them in the chains.

Handl er 1"

name="paranl" val ue="Val uel"/>

<handl er name=" type="Typel">
<par anet er
</ handl er >
<handl er name="Handl er2 " type="Typ2">
<par anet er nanme="paran?" val ue="val ue2"/>

</ handl er >

<chain name = "ny_own_chain" >
<handl er type =" Handlerl" >
<handl er type =" Handler2" >

</ chai n>

Axis supports the Flow element to bind a
particular handler or chain of handlers to a

request or response. A Flow defines the sequen-

tial invocation of handlers and handler chains.

The supported flows in Axis are:

* Request Flow: Describes inbound messages

* Response Flow: Describes the outward flow
of a message

e Fault flow: Describes the fault processing
flow to be executed for SOAP Fault

Our example, related to Request Handler,
uses the Request Flow element to bind the
handler.

<r equest Fl ow>
<handl er type="signature"/>

</ request Fl ow>

We have defined handler element separately
and referenced it in the requestFlow. It may also
be defined in the request Flow element itself:

<r equest Fl ow>
<handl er name=" si gnature"
t ype="Decrypti onHandl er" >

<par anmet er nane="fil enane"

val ue="MService. |l og"/>
</ handl er >

</ request Fl ow>

Configure and Deploy the Service
Configure and deploy the service using

the Axis WSDD file as shown in Listing 8.
Once deployed, the service invokes/tests
the service and handler using the client
application.

Conclusion

As you can seg, it's not difficult to develop
the SOAP Message handlers using Apache Axis;
the handlers can be used in various ways. Axis
used handlers extensively in the design of the
Axis Engine. Refer to the Axis Architecture
document for more information about the
handlers usage.

References

« Apache Axis: http://xml.apache.org/axis

e JAX-RPC:  http://java.sun.com/xml/jax
rpc

« SOAP: www.w3.0rg/TR/SOAP ©

<SQOAP- SEC: Si gnat ur e>

<ds: Si gnedlI nf 0>
<ds: Canoni cal i zat i onMet hod

<ds: Si gnat ur eMet hod

<ds: Ref erence UR ="#pur chaseC der">
<ds: Di gest Met hod

<ds: Si gnature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

A gorithm="http://ww. ws. or g/ TR/ 2001/ REG xm - c14n- 20010315"/ >

Al gorithn¥"http://ww. w3. or g/ 2000/ 09/ xm dsi g#dsa- shal"/ >

</ pur chaseQr der >
</ soapenv: Body>
</ soapenv: Envel ope>

<ns1l: pr ocessPOVet hod
xm ns: ns1="http://| ocal host: 8080/ PCSer vi ce"/ >
<pur chaseQr der order Dat e="2003- 01- 20" >

<depl oynment xnmi ns="http://xni . apache. or g/ axi s/ wsdd/ "

Al gorithm"http://ww. wa. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>2j nj 71 5r SwoyVb/ vI WAYKK/ YBwk=
</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl! nf 0>
<ds: Si gnat ur eVal ue>

Z\W'st gLKyeLl HxJ611C7LLLcWOBAr OVnNNW J/ 6e+TeDDeaalK1lEt A==</ds: Si
gnat ur eVal ue>
<ds: Keyl nf o>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ SCAP- SEC: Si gnat ur e>

<soapenv: Envel ope soapenv: actor="sone-uri"
soapenv: nust Under st and="1"
/1 nanespace declaration >
<soapenv: Header >
<SQOAP- SEC. Si gnat ure </ SOAP- SEC: Si gnat ur e>
</ soapenv: Header >
<soapenv: Body>

xm ns: java="http://xn . apache. or g/ axi s/ wsdd/ provi der s/ j ava">
<!-- define signature handl er configuration -->
<handl er nanme=" signature" type="DecryptionHandl er">
<!--define the file to log the exceptions/faults -- >
<par aneter nane="fil enane" val ue="M/Service.|og"/>
</ handl er >
<!-- define the service,

defined -->

using the | og handler we just

<servi ce nane="http://|ocal host: 8080/ PCSer vi ce"
provi der="j ava: RPC'>
<r equest Fl ow>
<handl er type="
</ request Fl ow>

si gnature"/>

<! —specify the class nane and its nethods to the purchase
order service
val ue="PCSer vi ce"/ >

pr ocessPOVet hod

<par anmet er nane="cl assNane"
<par amet er

v s

nane="al | onedMet hods" val ue="

</ servi ce>

</ depl oyment > Download the code at

sys-con.com/webservices

wsj2.com
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Standards

)

I

A
LLLCCCFERALLAOCE AL LOLAUCEE RO RO AU FREER AU EEEC UL OO UL b

Portal Standards
for Web Services

ortlets are visual components that

make up a Web page residing in a Web

portal. Typically, when an end user
requests a personalized Web page, multiple
portlets are invoked when that page is creat-
ed. An example is a news/financial portal that
displays a single page that includes updated
financial news, a report on how the stock mar-
ket is doing, and the latest information on
stocks of interest to the end user. Each com-
ponent consists of one or more portlets.

Portlets rely on APIs to communicate with
the portal and access various types of informa-
tion, such as a user profile. The lack of standards
has led portal server platform vendors to define
proprietary APIs for local portal components
and for invocation of remote components. This
creates interoperability problems for portal
customers, application vendors, content pro-
viders, and portal software vendors.

The Java Portlet Specification JSR 168 and
Web Services for Remote Portals(WSRP) stan-
dards are being developed to overcome these
problems, providing interoperability between
portlets and portals, and between portals and
user-facing Web services.

The Java Portlet Specification establishes
interoperability between portlets and portals. All
portlets written to the JSR 168 Portlet API will
run on all compliant portal servers. This APl will
cleanly separate portlets from the surrounding
portal server infrastructure so that the portlets
can run on different portal servers, just as
servlets can run on different application servers.
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Similarly, WSRP will enable interoperability
between portals and WSRP-compliant Web
services for portals. WSRP services are presenta-
tion-oriented, user-facing Web services that
plug-and-play with portals or other applica-
tions. They are designed to let businesses pro-
vide content or applications in a form that does
not require any manual adaptation. Portals can
easily aggregate WSRP services without pro-
gramming effort.

Because WSRP includes presentation fea-
tures, WSRP service providers can determine
how end users see their content and applica-
tions, and to what degree adaptation, trans-
coding, and translation might be allowed.
WSRP services can be published into public or
corporate service directories (Universal Des-
cription, Discovery, and Integration; UDDI),
where portals that want to display their con-
tent can find them easily.

Using WSRP, portals can easily integrate
content and applications from internal and
external content providers. A portal administra-
tor simply picks desired services from a list and
integrates them.

The WSRP standard will define aWeb servic-
es interface using Web Services Description
Language. The standard lets WSRP services be
implemented in different ways, whether as a
Java 2 Platform, Enterprise Edition (J2EE)-based
Web service, aWeb service implemented on the
.NET platform, or a portlet published as aWSRP
service by a portal. The standard enables use of
generic adapter code to plug any WSRP service
into intermediary applications rather than

requiring specific proxy code. This will allow
implementation of WSRP services on any Web
services—capable platform, be it J2EE or .NET.
The WSRP technical committee plans to have
Version 1.0 ready by the middle of this year.

The Java Portlet APl and WSRP will be able to
cooperate in a beneficial way. WSRP services
could be integrated in portals through portlet
proxies written to the Java Portlet APl. Con-
versely, portlets could be wrapped in and pub-
lished as WSRP services.

Once a portlet entry is listed in the UDDI
directory, other portals can find and bind to the
referenced WSRP service. To make a WSRP ser-
vice available as a portlet, the portal’s adminis-
tration may create an entry in the local portlet
registry with the information obtained from
UDDI. For example, once the entry is in the
local portlet registry, users might select it and
put copies of it on their pages. When a portlet
proxy is invoked during page aggregation, the
portlet proxy will generate a Simple Object
Access Protocol (SOAP) request and send it to
the WSRP service. Then it receives the SOAP
response from the WSRP service and provides
the result to the portal.

Conclusion

The Java Portlet API
and WSRP standards will
enable interoperability of
portal servers; local port-
lets; and remote, interac-

tive, user-facing Web

services, respectively. Author Bios
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Written by Kuassi Mensah

“Si tu ne vas pas a Lagardére, Lagardére
ira a toi!”
“Le Bossu”, Alexandre Dumas

n guard! What do Web services have

to do with a swordsman? Well, para-

phrasing Alexandre Dumas’s charac-

ter, “if you don’t go to Web services, Web ser-

vices will come to you.” Web services are per-

vading every layer of enterprise computing,

from packaged e-business applications (e.g.,

ERP, CRM) to middle-tier (e.g., J2EE, .NET) and
database infrastructure.

Web services promise easy access to

remote content and application functional-
ity using industry-standard mechanisms,
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without any dependency on the provider’s
platform, the location, the service imple-
mentation, or the data format.

The proliferation of structured and un-
structured data and data logic in databases,
the increasing momentum of XML as a data
exchange format, the de facto acceptance of
HTTP as a ubiquitous transport mechanism
—in the context of heterogeneous environ-
ments — has aroused interest in database
Web services. For example, many applica-
tions have significant amounts of business
logic (such as PL/SQL packages) that run in
the database. Database Web services allow
organizations to leverage this existing
investment.

Database Web services work in two
directions: database as service provider, i.e.
calling from the outside in, which lets
client applications access the database via
Web services mechanisms; and database as
service consumer, i.e. calling from the in-
side out, which lets a SQL query or an
application module in a database session
consume an external Web Service. This
article looks at the benefits of turning your
database into a Web services player.
I'll explore how the database can be

enabled both as a Web service provider and
a consumer of external Web services. I'll
also discuss future database support for
Web services.

Database as Service Provider
Motivation

Why would you consider exposing data-
base operations as Web services? What if
you could expose existing stored proce-
dures as Web services? When should you
consider database Web services and when
should you consider middle-tier (J2EE,
.NET) Web services?

Many organizations are considering ex-
posing their existing data and data logic that
runs in the database as Web services (to
both internal and external audiences). Con-
sider Amazon Web services (www.amazon.
com/webservices) or Google Web services
(Wwww.google.com/apis/index.html). These let
client applications discover and interact
with their catalogs or search engines using
standard Web services protocols (WSDL,
SOAP). Generally, when considering the cir-
cumstances in which database Web services
should be deployed, the rules of application
partitioning across the middle tier and data-
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base should be observed. The business logic
associated with Web services fits most natu-
rally in the middle tier, and data logic in the
database. This separation of concerns re-
duces application complexity; increases
security, reuse, and data access efficiency;
and localizes the impact of schema change.

Consider stored procedures as an exam-
ple. Stored procedures are an essential data-
base-programming model that allows a
clean separation of data-centric logic that
runs in the database from business logic
that runs in the middle tier. Exposing a
stored procedure as a Web service is a more
cost-effective, more secure, cleaner, and
more efficient choice than exposing a mid-
dle-tier component.

Architecture: The Service Provider
Framework and the Service
Invocation Mechanism

As part of their end-to-end Web services
offerings, all major database vendors,
including Oracle, IBM, and Microsoft, now
provide access to their databases through
Web services mechanisms (SOAP, WSDL,
UDDI). Currently, they are all leveraging
their existing middle-tier Web services
framework. An example is shown in Figure 1.

IBM’s DB2 also leverages the middle tier
to handle SOAP encoding/decoding but
uses a file-based approach for designating
the database operations that are to be

exposed as Web services. Microsoft’s SQL
Server utilizes the SQL Server 2000 Web Ser-
vice Toolkit. A multistep process consisting
of defining the database operations to be
exposed as Web services, configuring a
SOAP virtual name, and defining an I1S fold-
er associating a SQLXML virtual name to the
11S subfolder is required.

Database APIs for Implementing

Database Web Services
Due to the rapid evolution and maturing

of Web services standards and technology,
an exhaustive list of APIs and features pro-
vided by each database vendor is beyond
the scope of this paper. However, | can give
you a general idea of what database Web
services you can expect to see:

* SQL queries and DML statements: The sky’s
the limit here. SQL offers amazing possi-
bilities for retrieving, updating, and stor-
ing any data that can be held in your data-
base, including relational, text, spatial,
multimedia, and XML data. But let’s not
miss the point: Web services are not the
new or fashionable way of submitting
SQL statements to your database, nor a
replacement for gateways. You should
consider implementing coarse-grain ser-
vices using SQL statements only when the
benefits outweigh the SOAP overhead.
SQL database Web services will allow

Client Application
(Web Services Consumer)

SOAP Request

SOAP Response

Web Service Provider Framework

.| Transport Protocol Adapter

~| (HTTP Listener)

Web Services Server
Framework (SOAP Handler)

Database Operation Invocation
Mechanism

Ne—

Service
Implementation

Iillll'liﬂl""‘

| Generic database Web services framework

wsj2.com

client applications and lightweight SOAP
enabled appliances to, for example, query
a catalog or retrieve the map of a location
based on the ZIP code.

e XML APIs: The integration of XML with
relational databases enables storing,
indexing, and retrieving semistructured
and nonstructured data. Depending on
the level of integration, XML documents
can be stored either natively or through
XML views over relational structure. XML
database Web services will let client appli-
cations (i.e., desktop tools) retrieve XML
documents, make changes locally, and
synchronize back to a back-end database.
This approach also hides the complexity
of XML APIs, as well as concerns over
storage and indexing, from the service
consumer.

e Stored procedures and user-defined func-
tions: Stored procedures are an essential
database-programming model that al-
lows a clean separation of data-centric
logic that runs in the database from busi-
ness logic that runs in the middle tier.
Stored procedures can be programmed in
a database-specific language, e.g. PL/
SQL, or in a portable and database-inde-
pendent language such as Java. The ANSI
SQLJ Part 1 specifies the ability to invoke
static Java methods from SQL as proce-
dures or functions. The beauty of Web
services is that you can leverage your in-
vestment in stored procedures and ex-
pose these as Web services without having
to worry about the language in which the
stored procedures are implemented.

« Database messaging and queuing APIs: A
Web services API can be used to expose
AQ operations: message enqueuing/
dequeuing and notification registration;
capturing and propagating database
changes operations; and providing access
to queue administration operations.

Facing Web Services Issues
How do database Web services address

common Web services issues such as data

type mapping, security, transactions, and

interoperability?

« Data type mapping: Producing XML docu-
ments from database types requires some
metadata. Simple SQL types are taken
care of through generic or predefined
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XML Schema. Complex database types
such as Resultset, JIDBC WebRowset, ADO
Datasets, and other proprietary hierarchi-
cal data shapes will be mapped through
specific XML Schema. The introduction of
Pull parser and XML writer in JDBC and
.NET will improve and simplify XML doc-
uments creation and parsing.

e Security: Since business data is the most
valuable corporate asset, security manage-
ment is a critical requirement. For data-
base Web services, this requirement is
addressed by leveraging the Web services
security framework as well as database
security mechanisms such as controlling
the effective database user or schema at
runtime and restricting the allowed opera-
tions through the service implementation.

< Transactions: Since standards for con-
ducting Web services transactions across
database, middle-tier, and packaged
applications are still evolving, DML state-
ments (update, insert, and delete) ex-
posed as Web services will be automati-
cally committed without any transaction
context propagation across calls and
updates will use optimistic locking.

e Interoperability: Database Web servic-
es can leverage middle-tier interoper-
ability features. For example, Web serv-
ices running in the Oracle9i Database
leverage Oracle9i Application Server to
benefit from built-in interoperability
based on Web Services Interoperability
(WS-1) and SOAPBuilder efforts.

Database as Service Consumer
Motivation - Scenario

Relational databases are extending
their storage, indexing, and searching
capabilities to semistructured and non-
structured data, in addition to enabling
federated data, e.g. from heterogeneous
and external sources including Web ser-
vices. The ability to call out Web services
enables databases to track, aggregate,
refresh, and query dynamic data, as well as
data produced on demand such as stock
prices, currency exchange rate, interest
rate, IRS tax tables, scientific data, and
weather information. For example, a data-
base job can be scheduled to run at a pre-
defined frequency to invoke external Web
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services that return inventory information
from multiple suppliers and update a local
inventory database. Another example is
that of a Web Crawler: a database job can
be scheduled to collate product and price
information from a number of sources.

Architecture: The Service Consumer

Framework
Consuming data from external Web serv-

ices requires the following steps: building
the SOAP message based on the Web service
endpoint; sending the SOAP message over
HTTP to the Web service endpoint; receiving
the SOAP response; extracting resulting data
from the SOAP message body, and dealing
with faults and exceptions. Architectural
issues you need to be aware of include:

* Non-SOAP-aware infrastructure: This basic
approach, taken by some database vendors,
requires user-defined functions to program-
matically build a SOAP-like XML text (the
SOAP envelope is mostly static), and send it
over HTTR parse, and decompose the SOAP
response. This approach may be acceptable
if you know the Web service and its format
ahead of time, and if you are willing to read
and interpret the service’s WSDL specifica-
tion yourself. It requires some programming
skills, but can rapidly become time consum-
ing and cumbersome.

« SOAP-aware infrastructure: A more flexible
alternative is to use an existing SOAP client
stack that understands WSDL. For example,
the Oracle database allows loading Java-
based libraries such as the Apache SOAP
client or Sun’s JAX-RPC, permitting you to
dynamically interact with a Web service or
utilize pregenerated client-proxy code. The
SOAP stack can be refreshed simply by load-
ing a newer version.

e Static Invocation: A pregenerated cli-
ent proxy can be obtained and used by
the database for invoking the Web serv-
ices. A client proxy simplifies Web ser-
vice invocations as it knows exactly
where the service is located without
looking it up in the UDDI registry and
does all the work to construct the SOAP
request, and marshall and unmarshall
parameters. Once you have created a
proxy instance, you can call the desired
Web service operations on it.

e Dynamic Invocation: The static invo-
cation is the most common invocation
style. However, it requires download-
ing the pregenerated proxy. Dynamic
invocation provides the ability to
dynamically construct the SOAP re-
quest and access the service without
the client proxy.
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| External Web service as SQL data source

Integration with SQL Engine:
SQL over SOAP

After dealing with the invocation style, you
want to integrate the Web service information
at the heart of the database — the SQL engine.
I'll describe two mechanisms that allow you to
accomplish this.

e Consuming External Web Service -
Function Call: The database session
invokes the Web service through a user-
defined function call either directly
within a SQL statement or view, or via a
variable (see Figure 2).

X := getTenp(zi pcode)
SELECT city_nane,
FROM ... WHERE ...
CREATE VIEW city_tenp AS SELECT
city_name, getTenp(zipcode) FROM ...

get Tenp( zi pcode)

e Virtual Tables — Mining Dynamic Data:
What if multiple values are returned
from the Web services? And what if you
want to track and materialize the range
of values returned from a series of a
Web service function calls as a SQL
table or view structure? How can virtu-
al tables be used in real life? Consider
the two following scenarios:

- Scenario 1: Calculating Aggregate
Values: An application is implement-
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ed to aggregate some temperature
values for a set of cities. The applica-
tion can be implemented as a store
procedure that requests the current
temperatures of selected cities by
invoking a public Temperature Web
service with the ZIP codes of the
selected cities. Aggregate functions,
such as max, min, and avg, can be
applied to the resulting data set.

Scenario 2: Collating Data: An application
is designed that collates, at predefined
time intervals, the temperature for a set of
cities and stores this information in a local
database. This application can be imple-

Database Web

services leverage your
existing server-side
infrastructure, allowing
you to use your database
as both service provider

and service consumer ’ ’

mented by a database batch job that calls
the Temperature Web service with the ZIP
codes of all the cities and stores the result
data in a local database table.

An architecture supporting both of these
scenarios is shown in Figure 3.

What’s Next for Database
Web Services

Web services have received significant
attention and there is a great deal of industry
excitement around the opportunities afforded
by them. While most of this attention has
focused on middle-tier Web services, an
increasing interest in database Web services has
recently emerged as organizations reflect on
their existing investments in data and stored
procedures. So what can you expect in the
future? We're likely to see increased integration
with tools and frameworks, support for more
complex data types, and convergence with Grid
technologies. Tools will begin to support data-
base Web services coupled with emerging Web
services standards around choreography and
orchestration, and we will also start to see SOAP
bindings for protocols other than HTTP (e.g.,
FTPR, vendor-specific messaging protocols).

As complex and hierarchical data types
are widely used, you can also expect cross-
vendor interoperability for hierarchical
data shapes such as JDBC WebRowset and
ADO Datasets, so as to allow data to be ex-
changed between Web services consumers
and producers without requiring XML
Schema Definition information. You can
also expect a convergence between data-
base Web services and (data-centric) Grid
data services for service description and
publication, service invocation, event sub-
scription, and notification.

Conclusion

Database Web services leverage your
existing server-side infrastructure, allowing
you to use your database as both service
provider and service consumer. | showed you
how we at Oracle allow you to turn your data-
base into a Web service provider, thus
enabling you to share data and metadata
across corporate intranets and access the
database operations, e.g. triggers, through
SOAP requests. | also explained how you can
turn your database into a Web services con-
sumer to access dynamic data. Finally, | gave
you an overview of future database Web ser-
vices capabilities. @
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Grand Central Communications’
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Web Services Network Going down the right track

ntegration efforts within an enterprise
have been aided by the adoption of
service-oriented architectures and
common integration infrastructure. While
the service-oriented architecture needs to
be driven from within the organizations, a
common infrastructure can come from out-
side. Grand Central Communications offers

this via its Web Services Network.

The Web Services Network

The Web Services Network provides, as a
service, a framework that lets companies
integrate their existing applications in a flex-
ible, secure, extensible manner. Think of it
as an integration broker available in an ASP
model. It offers multiple ways to get con-
nected even if you’re not Web services
enabled. But for those who are, SOAP is its
native tongue.

Mediation
The network helps mediate differences

in technologies used by different organiza-
tions. While SOAP is its native protocol, the
network supports FTP, SMTP, and non-
SOAP HTTP among others. It also provides
support for data transformations and mes-
sage routing. The mediation isn't limited to
protocol and data format, but supports both
synchronous and asynchronous messaging
modes. This flexibility reduces the coupling
between you and your partners. For many
organizations, there is nothing about the
network that would require firewall configu-
ration changes.

The network supports messaging using
both request-response and notification
(one-way) patterns. Persistence, guaranteed
delivery, and message expiration are avail-
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able for asynchronous messages to provide
the reliability required for business transac-
tions. And both push- and pull-based deliv-
ery is supported.

End-to-End Accountability
As an independent service provider

Grand Central can establish itself as a
trusted third party to the transactions that
flow through its network. In this role, it
provides visibility into the status of any
interaction. A message moving from one
service to another (a call) generates multi-
ple status entries that can be viewed by
the service owners. Each call can be part of
a larger exchange (a session). When a mes-
sage is initiated on the network, the initia-
tor can choose to include it in an existing
session or create a new session.

Alerts can be set to generate notifica-
tions for exceptional events at the network
level. Partners can even configure routing
rules to produce customized event-han-
dling mechanismes.

Extensibility
Providing a framework for service exten-

sions is an important aspect of any platform
purporting flexibility. Grand Central lever-
ages Web services as the standard for plug-
ging in new features. The services may be a
standard network service; a company’s ser-
vice; a partner’s service; or a third-party ser-
vice, such as an ASP. The network supports
routing services to chain multiple services
together and a transformation service to
translate the data to the appropriate form.

Security and Trust
Grand Central establishes a common

concept of identity and trust on their
network. Each service within the organi-
zation is assigned an identity and may
authenticate in one of three ways: user-

COMPANY INFO

Grand Central Communications, Inc.
50 Fremont Street, 16th Floor

San Francisco, California 94105
415.344.3200

EVALUATION DOWNLOAD

Evaluation accounts are available on their

developer Web site
(http://developer.grandcentral.com/register/index_html).

PRICING

Per-partner per-month basis

Sites

www.grandcentral.com (Corporate)
http://developer.grandcentral.com (Developer)

\_ J

name/password over HTTP, username/
password over HTTPS, or certificate-based
authentication over HTTPS. These three
forms are used to define the levels of
both security and security policies. The
security level associated with your serv-
ice specifies the security protocol be-
tween your service implementation and
the network. The security policy specifies
the minimum security level required for
other services on the network to connect
to you.

Access control to your service is available
at both an implicit and explicit level. You can
grant or deny access from other services as a
default. And, you can explicitly grant or deny
access from specific services.

The organizational identity and de-
tailed message status information form
the support for nonrepudiation support
in the network. Every participant knows
who invoked the service, when, and what
the outcome was.
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A Simple Start

Getting started is simple. Even if you don't
already have a Web services infrastructure in
place, you can take a test drive of what it has
to offer. The developer site has enough docu-
mentation and examples to get you going.

Setting up a simple routing and transfor-
mation sample was easy. With a couple of
endpoint services and a routing service, you
get an idea of what the network offers. Use a
Grand Central sub-domain for your evalua-
tion account. Create your services from the
MyServices page of your network account.

Endpoint services are associated with
message queues and let you send and receive
messages on the network. For now, give the
endpoint services meaningful names and
unique addresses and use the defaults else-
where. Create two endpoint services: one to
send messages and one to receive them.

Routing services let you define rules and
service invocation sequences to create a
simple sequence of if-then constructs. The
first rule whose logical condition evaluates
as true is executed. Each rule may sequence
one or more services to form a pipe and fil-
ter style process.

Rule expressiveness is limited: only the
sender address and message topic can be
evaluated, only the equality operator is
available, and you can only specify single
values or leave blank to match all values.
Leave the sender and topic criteria blank.
Next, specify the services to which the
message will be routed.

Add the transformation service as the first
action. Supply the address for the XML
Transformation service. The Address Book
feature is very convenient here. Use the
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defaults for message type (original) and topic
(current). Specify the body:

<mtransform
xm ns: m"ht t p: // www. gr andcent r al ser -
vi ces. coml
schenas/ Tr ansf or mati on" >
<i nput href="cid: people.xm"/>
<xsl href="file: people.xsl"/>
<out put href="ci d: peopl e_new. xm "/ >

</ mtransforne

Note that the href attribute of <input>
and <output> tags uses the “cid:” prefix to
refer to a message attachment and the <xsl>
tag’s href attribute uses the “file:” prefix to
refer to the stylesheet. The stylesheet was
uploaded to Grand Central’s Document
Manager service (www.grandcentralservices.
com/docman), a simple facility for manag-
ing static files.

Next we add a second action to the routing
rule that sends the response from the trans-
formation service to the receiver service
created above. That completes the routing
service.

You can send a message to your routing service
using a SOAP client, HTTP client, or Grand
Central’s Web messaging user interface. For brevi-

ty, I'll describe the user interface. From the
MyServices page, select the Send service. Select
Compose New to create a new message. Put the
routing service address in the “To” field. A topic
isn't required. Attach a file with the name as refer-
enced in the <input> tag’s href attribute. Send the
message. If all goes well, a postmark response
will indicate the new session ID and the receiv-
er service will have a message waiting in its
queue. If an error occurs, the fault response will

indicate the session and call identifiers. Figures
1 and 2 show the session and call details.

Conclusion

Grand Central is in a unique position to
simplify integration between organizations.
The network reduces coupling by mediating
protocol, format, and messaging mode. They
are positioned as a neutral third party and
provide good visibility to message status
details. The network runs 24x7 and offers stan-
dard service-level agreements for delivery,
security, and operation. Grand Central can
also tailor the SLA to your requirements.

If you need the robust workflow and routing
of off-the-shelf integration brokers, you may be
disappointed. Later this year, Grand Central plans
to provide the services and infrastructure to
enable a loosely coupled, services-oriented archi-
tecture including mediation support for WS-I
standards, support of advanced loosely coupled
routing, and long-lived transactions. While rout-
ing services may be nested to form deep deci-
sion trees, rule selection and content access
need improvement. Sending a message down
multiple parallel paths has to occur outside the
network and correlating the paths may prove
challenging under certain configurations.

But don’t be discouraged. Grand Central
is on the right track in support of external
partner integration. Reducing interface
coupling is very important to long-lived
implementations. Since you have to con-
cern only yourself with how your applica-
tions connect, the network makes it easier
to scale the number of external partner
integrations beyond the top tier.

So take a train to the station... you might
just like the ride. ©
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Message-Centrlc Web Services vs RPC

Message-Centric Web Services

vs. RPC-Style Invocations

When SOAP is a preferred method

he notion of distributed computing has been evolving for a long time, during which

we have been building business solutions by integrating various systems and

platforms. Typically, these interactions are characterized by accessing and invoking

clearly defined interfaces using well-known communication mechanisms like Remote

Procedure Calls (RPCs) or by using message-centric protocols. Web services is probably the

easiest distributed computing paradigm available today. Given the familiarity to RPC and

message-centric invocation models, we need the flexibility of using both these models in the

Web services invocation frameworks.

AUTHOR BIO:

Luckily, Web services use a rather sim-
ple framework for communication -
Simple Object Access Protocol (SOAP).
With SOAP, you can use both message-
centric invocation and RPC to invoke
Web services. In this article we’ll discuss
the evolution of RPC and message-cen-
tric invocations, and the pros and cons of
their programming models in a service-
oriented architecture.

Introduction to Web Services
Web services is nothing but a set of
open standards for distributed comput-
ing and is being widely adopted by the
industry. Using Web services, you can
describe an existing business process as
an easily consumable interface, search
for other business processes as Web ser-
vices components inside and outside of
the enterprise, and invoke them as need-
ed. Processes that are limited by archi-
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tecture-, platform-, and language-specif-
ic implementations can be expressed as
open standards—based Web services com-
ponents. Using these components as
building blocks, you can build robust
business applications dynamically with-
out worrying about platform, system, or
enterprise boundaries, thus creating a
true service-oriented architecture.

The basic invocation framework for
Web services is based on SOAP, a simple,
lightweight, transport-agnostic protocol
that is based on XML. SOAP has evolved
from RPC and messaging principles and
provides support for both types of invo-
cations. Current business applications
rely on their integration infrastructure to
provide robust delivery of messages and
transactional integrity. Similarly, Web ser-
vices-based business applications re-
quire the same messaging and transac-
tional attributes as current applications.

As SOAP is the invocation framework for
Web services, we’ll discuss how these
requirements are addressed later.

In order to fully understand the evolu-
tion of SOAP, it’s important to first under-
stand the evolution of RPC and messag-
ing systems.

Evolution of RPC

The notion of procedure calls has been
in use for a long time. In the program-
ming languages of yesteryear, we used
procedure calls for programming sim-
plicity. To kindle our nostalgia, we creat-
ed modules of structured programming
code and defined them as (local) proce-
dures. We invoked these procedures with
clearly defined parameters. Soon Remote
Procedure Calls evolved as applications
were distributed over the network. The
RPC framework helped us cross the
boundary of the local machine to con-
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FOCUS: Message-Centric Web Services vs RPC

nect to another machine to invoke a spe-
cific module with a set of parameters.
Since RPCs are parametric invocations,
the RPC framework has to handle the
complexity of reconciling the system and
language boundaries — often called “mar-
shalling” — between the caller and the
called.

In the late '90s, XML-RPC was proposed,
in which XML was used to marshal data.
Given the widespread support for XML,
XML-RPC offered a simplistic, yet viable
invocation model over the Internet using
HTTP. However, use of XML-RPC was lim-
ited as SOAP evolved rapidly and offered
richer semantics than XML-RPC. Since
SOAP is built on XML, you can use it to
make RPC invocations. RPCs are typically
used in the synchronous programming
model. That is, the caller invokes a RPC
on another machine, and waits for the
RPC to return the results.

Evolution of Message-Centric
Architecture

In a message-centric architecture, ap-
plications connect to other applications
using well-defined message sets through
message-oriented middleware (MOM).
Initially, message-centric architecture
was used to connect applications run-
ning on mainframes. As many early ap-
plications were performing batch pro-
cessing, there was a need for queuing
requests. Early messaging middleware
offered queuing for asynchronous pro-
cessing, persistence of the messages, and
assured delivery in addition to connec-
tivity. The strength of messaging middle-
ware is determined not only by its sup-

port for the above-mentioned features,
but also by support for a wide variety of
platforms, languages, transport proto-
cols, and open standards. A message-
centric programming model, although
used for both synchronous and asyn-
chronous invocations, is widely known
for asynchronous invocation.

Differences Between Message-

Centric Invocations and RPC
The main difference between message-

centric invocation and RPC lies in the pro-
gramming model. RPC is a good model for
function-centric invocations. As discussed
earlier, it works well when we have clearly
defined functions and associated parameters.
The parameters can be simple data types or
complex objects, in which case the objects
have to be serialized as bits and bytes when
traversing through the wire, often resulting in
performance degradation. RPCs are typically
associated with synchronous functional invo-
cations and do not support messaging se-
mantics such as assured delivery.

The message-centric model is frequently
used for data-centric programming. That is,
data is exchanged in a prescribed message
format that both the sender and receiver
can understand. Hence there is an emphasis
on data delivery using native communica-
tion protocols and programming support to
send and receive data. Often, these pro-
gramming models are used for loosely cou-
pled integration with messages and events
flowing back and forth. The strength of the
message-centric model lies primarily in the
implementation of the messaging system,
such as support for a wide variety of plat-
forms and languages, assured delivery, per-

Difference Betwee
RPC Invocation

Function-centric: Aligns well when
service invocation is thought of as
a procedural call.

n RPC and Message-Centric Invocations
Message-Centric Invocation

Data-centric: Aligns well when there is an
exchange of data between applications.

sistence, support for asynchro-
nous invocations, support for
open standards, and perform-
ance. Table 1 captures the main
differences.

Current SOAP engines pro-
vide interfaces for both messag-

Works well for data and objects
that can be serialized easily.

Data need not have an object representation.
Data can be sent as a payload.

ing and RPC. Use of one method-
ology does not preclude use of
another, even within the same

Synchronous invocation:
Applications make a request and
wait for the response.

Asynchronous invocation: Applications make
a request and don’t wait for any response.
Instead, they rely on events notifications.

application.

Web Services and
Message-Centric

assured delivery.

Strong notion of message semantics like

Invocations
In the Web services world,
messaging middleware plays
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an important role. The SOAP framework
offers a platform-and transport-agnostic
protocol to invoke Web services. How-
ever, it does not address many of the
messaging semantics such as assured
delivery, support for asynchronous mes-
sages, and persistence. SOAP messages
can be bound to any transport, such as
HTTP for example. However, the typical
invocation of Web services is implement-
ed by sending SOAP using HTTP. The
problem is that HTTP does not offer
assured delivery nor does it have asyn-
chronous capabilities. If your application
demands message semantics such as ro-
bust delivery of Web services and asyn-
chronous messaging capability, you
should bind SOAP-based Web services to
robust messaging middleware like IBM’s
WebSphere MQ.

SOAP provides the header semantics
that allow intermediaries to provide higher-
level functions to the message flow. Pro-
tocols have been discussed which address
reliable delivery, transaction processing,
correlation, routing, security, and more..
When these protocols are used as part of the
SOAP messaging flow, their benefits can be
achieved without changing the semantics
used to invoke the Web service. In other
words, these benefits can be achieved re-
gardless of RPC or message-based invoca-
tion style.

Now that we’'ve discussed the evolu-
tion of RPC and message-centric invoca-
tions, let’s look at how SOAP addresses
both invocation models.

Evolution of SOAP:
How You Can Do Both

SOAP is intended to be a simple yet
powerful extensible protocol for distrib-
uted messaging based on XML. A key ele-
ment of SOAP is its concept of having a
message envelope and a set of headers.
The envelope contains the message body
that can be XML data or parameters and
is intended for the recipient. As a SOAP
message can hop through several inter-
mediaries before it reaches its destina-
tion, the header contains routing and
message-handling semantics for the
intermediaries.

Another key extensibility point is that
SOAP can be bound to various transport
protocols. HTTP is the default binding
specified within the SOAP specification
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and its use has been one of the key contrib-

utors to the success of SOAP. Although

HTTP is the most common transport, it is

by no means the only one. SOAP is de-

signed such that its semantics are largely
independent of the transport binding. This
allows a client to remain unaffected if alter-
nate transports are used. Other transports
can be used to provide reliable delivery or
other capabilities. Other bindings could
include JMS (Java Message Service) and

WebSphere MQ.

SOAP’s capabilities have provided for
the transport and data format neutrality
necessary for successful distributed com-
puting. Previous distributed models such
as RPC and CORBA specified more com-
plex common data formats, but did not
provide a simple and replaceable trans-
port binding. SOAP is poised to satisfy
the market need for a platform-agnostic
distributed computing model.

The SOAP model has encouraged the
development of follow-up specifications
to enable higher-level functions. These
functions include:

e Security: SOAP’s support for intermedi-
aries requires that messages provide a
means of end-to-end security, beyond the
traditional transport-level security offer-
ed by SSL. The WS-Security lays the
groundwork for core security constructs.

* WS-Coordination, WS-Transaction, and
BPEL4WS (Business Process Execution
Language for Web Services) provide
transaction and business flow pro-
cessing.These specifications are avail-
able from www-106.ibm.com/develop-
erworks/webservices/library/ws-

spec.html.

Invocation Model
Most SOAP implementations support

both RPC and messaging interfaces. As
an illustration of the differences, the fol-
lowing method signatures illustrate client
side APIs using the Java SOAP engine
AXis.

RPC-Style Invocation
Let’s take an example where a pro-

curement application gets a quote for a
purchase from a supplier. In the example
discussed below, the “GetPurchaselnfo”
service has a method called ‘getQuote
“ForPart” with a clearly defined parame-
ter called “PartNumber”. Typically, the

wsj2.com

underlying SOAP implementation creates
a client stub for invocation that can easi-
ly be invoked from the financial applica-
tion. The invocation looks just like a local
method invocation as shown below, yet
would invoke the method on the remote
Web service:

Float f =
Get Pur chagel nf oSt ub. get Quot eFor Part (String
Par t Nunber)

Web services provide the flexibility of
dynamically determining the service sig-
nature. In this case, a stub has not been
generated, and hence dynamic invoca-
tion is used. The client dynamically de-
termines the method to call and parame-
ters to invoke. This is conceptually simi-
lar using introspection to invoke a Java
method.

Web services is probably
the easiest distributed
computing paradigm
available today %

Service service = new Service(new

URL(wsdl _url), serviceN );

Call call = (Call) service.createCall(
portQN, "getQuoteForPart" );
Float flt = (Float) call.invoke( new
oject[] { "Cartridge" } );

In either case, the actual SOAP mes-
sage is similar to the following:

<soapenv: Envel ope>
<soapenv: Body>
<nsl: get Quot eFor Part >
<synbol xsi : type="xsd: stri ng" >XXX</
synbol >
</ nsl: get Quot eFor Part >
</ soapenv: Body>

</ soapenv: Envel ope>

Message-Centric Invocation
In a message-centric invocation, the

message content is XML obtained else-

where, such as a database. In the exam-
ple, the same procurement application
sends a purchase order to the supplier. A
purchase order is usually a long docu-
ment with various data elements well
suited to representation in XML. If
GetPurchaseOrder is implemented as a
service, it’s easier to send the whole pur-
chase order document rather than send
each and every field as a parameter.

In the following example, a SOAP mes-
sage is constructed with Purchase Order
XML document and sent to the supplier
using a message-style invocation.

SOAPBodyEl ement body = new
SOAPBodyEl ement ( purchase order XM
docunment-- );
call.invokeOneWay( parans );
The result means nothing if the

request doesn’t have a reply, or another
SOAPBody Element from which the origi-
nal XML is obtained. As we noted earlier,
if the business case requires assured
delivery of the purchase order, the SOAP
message should be sent over a transport
like WebSphere MQ.

Multiple-Message Invocation
Business activities are often associated

with integrating services from distributed
applications and are often associated with
the notion of transaction. The transactional
integrity is maintained by transactional sys-
tems that implement two-phase protocols.
We have similar support for Web services
with the announcement of specifications
like WS-Coordination, WS-Transaction, and
BPEL4WS.

Conclusion

SOAP provides rich semantics for RPC
and message-centric invocations. As Web
services are manifestations of business-
critical processes, invocation of these
services needs to have the same robust
message and transaction semantics re-
gardless of the style of invocation. SOAP
provides the flexibility to bind with the
transport of your choice and therefore can
enable robust message delivery. There are
ongoing efforts to provide a specification
for the reliable delivery of Web services; in
the meantime, several commercial imple-
mentations already support assured deliv-
ery of Web services. @

51



|

Written by Ash Parikh & Ashwin Rao

|

I“HIIIH
LT

Mobile Web Services

into the portal itself — a proxy. This elimi-
nates both the need for code on the portal
as well as the redeployment of presenta-
tion details each time (see Figure 1).

Web services can enable the seamless and
hassle-free integration of various applications
and content into the portal software through
cost-effective integration and adherence to
open standards. Web services are software ap-
plications and functionality that can be deliv-
ered over the Web. Portlets, the individual com-
ponents delivered by portals, can be treated as

Web Services and
Portal Technology

Deliver services — anytime,

anywhere, anyhow

ortals are central points of access for
applications and content for both in-
ternal and external use in an enter-
prise through interactive and rich presenta-

tion interfaces.

Personalized access to information, applica-
tions, processes, and people is provided to por-
tals by getting information from local or remote
data sources such as databases, transaction sys-
tems, content providers, or remote Web sites.
This information is then rendered and aggre-
gated into meaningful pages to provide infor-
mation to users in a compact and easily con-
sumable form. In addition to pure information,
many portals also include applications like e-
mail, calendars, organizers, banking, bill pres-
entation, host integration, and many more.

Different layout, profile, content, and access
criteria are the cornerstones for the display
and selection options that shape the infor-
mation that can be accessed through a por-

Map
Portlet
Proxy

Map
Web Service

Road Warrior

Travel
Expense
Auth.
Portlet

Travel Travel Expense

Authorization
Web Service

| Travel Expense Portlet and Map Portlet that
interact with smart Web services
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tal. Today portals are made up of building
blocks — portlets — that plug into a portal’s
base infrastructure and enable the aggrega-
tion of interactive rendering markup. A per-
sonalized Web page in a portal can be made
up of numerous portlets that provide specif-
ic functionality and expose various external
services and content.

The lack of standards has led portal serv-
er platform vendors to define proprietary
APIs for local portal components and for
invocation of remote components that cre-
ate interoperability problems for portal cus-
tomers, application vendors, content pro-
viders, and portal software vendors. The
Java Portlet APl and Web Services for Re-
mote Portals (WSRP) standards are being
developed to overcome these problems,
providing interoperability between portlets
and portals, and between portals and user-
facing Web services.

Let’s consider that a Road Warrior Portal
manager for a sales organization wants to
include a Travel Expense service to calculate
travel expenses, and an external Map service to
provide useful location-based information.

To add more functionality and services to a
portal, you need to add more portlets to render
and display the new features, leading to
increased cost and time investment. It would be
much more convenient if the Travel Expense
Authorization and Map Web services included
both business and presentation logic.

WSRP are interactive Web services that
can be called through an interface built

Web services.

How do we ensure that Web services can
deliver custom marked up content to various

devices through a portal,
and secondly, how do we
control access to Web
services and other portal
content. The two tech-
nologies available for
handling these com-
plexities are the Open
Solution and J2EE.

Delivering
Custom Content

When you compare
Web services and portal
technology you see that
they have a lot in com-
mon. At the heart of
Web services is an obvi-
ous dependence on
HTTP and XML, which
are also the building
blocks of Web technolo-
gy, and hence portal
infrastructures.

At this point you
should understand the
difference between the
processing capabilities
of mobile devices and
Web services clients.
Mobile clients can typi-
cally receive and con-
sume some form of
markup that the device
is built to handle, over
HTTP or a wireless pro-
tocol. Web services
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clients, on the other hand, have to do some
heavy lifting in the sense that they have to
process XML messages.

Being ubiquitous — or the adherence to
the anytime, anywhere, and anyhow para-
digm - is the real driver for enterprises to
embrace mobile computing. Mobile clients
are highly suited to consuming services and
content provided by enterprise portals and
other intranet applications. Tailoring con-
tent based on a device’s capabilities is
known as transcoding. Two approaches can
be followed for handling the presentation
for mobile devices, based on device capabil-
ities and the network service available.

Design-time, or static, transcoding has
different versions of the same content
developed and placed in the file system of
the Web server. The main problem is in
selecting the right version of the content for
a particular user with a particular device.
The disadvantage of this approach is that a
number of disparate pages and applications
have to be developed and maintained; with
an increase in the number of devices to be
supported, this becomes a daunting task.

Runtime, or dynamic, transcoding en-
ables the clear separation of the creation of
content from the creation of different pre-
sentations (see Figure 2). Here, content is
massaged based on the presentation re-
quirements for a particular user on a partic-
ular device and on a particular type of net-
work service. Dynamic transcoding uses
style sheets to convert XML documents into
desired presentation relevant to a particular
device or translation from HTML into vari-
ous markup languages.

These approaches can be combined to
meet the requirements of particular appli-
cations. Portals are the centralized entry
point into a system from which a user initi-
ates a Web browsing experience, and can be
seen as a delivery mechanism for content
transcoded for specific devices.

Controlling Access
Portal technology involves both authenti-

cation and authorization as security mecha-
nisms for ensuring the credibility of users and
the user’s privileges. Single Sign-On (SSO) is
one way of enabling this. Once the user’s cre-
dentials are validated and the application
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access profile is checked, no further author-
ization restrictions are placed on the user.
This system ensures dependability and ease
of maintenance, while providing a high level
of convenience for a user who wants to
access multiple applications.

Portals can use Web services to integrate
disparate applications and systems, each
replete with specific authentication mecha-
nisms. An obvious application of SSO to
Web services for portals could lie in the
management of authentication credentials
into one scheme.

Security Access Markup Language (SAML)
enables the encoding of authentication and
authorization information in XML format.
Under this standard, a Web service interface
can request and receive SAML Assertions
from a SAML-compliant authority to authen-
ticate and authorize a service requestor.
SAML can then pass credentials off to multi-
ple systems and to SSO solutions for con-
trolling access to Web services and portal
content.

The Open Solution: OASIS WSRP
and OASIS Provisioning

The OASIS WSRP Technical Committee
(www.oasis-open.org/committees/wsrp)
addresses the use of Web services as pluggable
components for portals. These services will
enable businesses to provide content or appli-
cations to portals without massaging the same
for specific form and presentation require-
ments, thus providing a cost-effective and effi-
cientway to integrate and deploy Web and por-
tal systems.

A portal can find and bind remote portlet
Web services using a portlet proxy just as it
would through any portlet. This proxy works
on the standard Web services request-and-
response mechanism where a SOAP request
can be built, forwarded to the WSRP service,
and the response then delivered to the portal.
The WSRP service can then be easily published
for discovery and consumption for adminis-
trative portal users through dynamic integra-
tion. Through this initiative, remote portlet
Web services can be implemented for both
Java and .NET technologies. WSRP will use
standards such as SOAP, UDDI, and WSDL.

The OASIS Provisioning Services Technical
Committee (PSTC) (www.0asis-open .org/com

mittees/provision) defines an XML-based
framework for exchanging information be-
tween provisioning service points — Service
Provisioning Markup Language (SPML). The
technical committee is developing an open
specification detailing the semantics for provi-
sioning service points to exchange requests
relating to the managed provisioning service
targets. SPML requests will facilitate the cre-
ation, modification, activation, suspension,
enablement, and deletion of data on managed
provisioning service targets. This specification
is expected to facilitate SPML exchanges such
as provisioning requests between provisioning
service points within one or more organiza-
tions provisioning requests between provi-
sioning service points hosted by third-party
providers, aggregators, and ASPs; and provi-
sioning requests between provisioning service
points with support for chained or forwarded
requests.

The J2EE Solution: Java
Community Process JSR 124

Client provisioning is an end-to-end
paradigm by which client applications,
Web services, and content that is stocked
or aggregated can be administered — or
vended - to a variety of client devices.
There are many such devices available,
varying in memory footprint, size, func-
tionality, and features. Whether these
devices are built on J2ME, J2SE, or even
non-Java platforms, a number of chal-
lenges are presented in their administra-
tive tasks. Management, upgrade, and
usage tracking of such devices are replete
with technical challenges which the client
provisioning paradigm seems to address by
providing an infrastructure to mediate and
manage the client applications, Web serv-
ices, and content delivered.

Sun Microsystems’ Java Community Pro-
cess (JCP) features the JSR 124 J2EE Client
Provisioning Specification (http://jcp.org/
en/jsr/detail?id=124). Based on this, client
provisioning can be defined as activities of
advertising client services to a client device,
and to the process of delivering the service
to the device.

The main components of a client provi-
sioning infrastructure are comprised of a
Provisioning Portal and APIs that enable
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delivery of client applications; Web services
and content based on various policies using
J2EE components; a Provisioning ARchive
(PAR), which is a standardized file format for
handling the packaging of applications, Web
services, and content and their delivery to
the portal; and a Service Provider Interface
(SPI) that is extensible and enables the pro-
visioning of new types of Java and non-Java
devices by the provisioning server. The SPI
consists of a provisioning adapter — software
that hides the system details for provision-
ing a particular type of device and enables
the secure discovery and delivery of client
applications.

Applying the Client
Provisioning Paradigm

Consider a traditional vending machine
from which users can select from a display of
available items and have their selections
delivered. A vending machine is an infra-
structure that is accessible to multiple
device types, provides services to multiple
device types, delivers content tailored to a
device, must be extendable across enterpris-
es, eases development for extending servic-
es, and enables a scalable and open architec-
ture. The services of such an infrastructure
may include presentation, personalization,
content management, enterprise applica-
tion integration, and page transformation.

Derived from the client provisioning
paradigm, the vending machine consists
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of a service developer interface, a service
consumer interface, and a service ven-
dor interface (see Figure 3). Through
authentication, enrollment, metering,
billing, and managing operations that
control the behavior during use, applica-
tions, Web services and content may be
vended.

A synopsis of the end-to-end client re-
quest, discovery, stocking, delivery, and
administration, comprehensively termed as
vending of a Web service in the context of
the vending machine paradigm, may be
broken into three steps: development and
deployment, enrollment and subscription
and usage (see Figure 4).

Conclusion

In our previous article (“Extending
Web Services to the Real World - Using
SOAP to Access a Mobile Device,” WSJ,
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Vol. 3, issue 3), you saw how a Web serv-
ice is accessed from a SOAP client run-
ning on a J2ME mobile device. In this
article we looked at accessing a Web serv-
ice through a centralized portal, using
the Client Provisioning paradigm to man-
age access based on a user and device
profile, and usage based on billing and
metering. We also looked at how specific
client presentation requirements can be
transparently dealt with using trans-
coding techniques, thus enabling the use
of any device to access back-end func-
tionality. By applying the client provi-
sioning paradigm and the Java Vending
Machine analogy to a device-independ-
ent portal based software solution, we
can demonstrate ubiquity, or the discov-
ery and delivery of applications, Web
services, and content - anytime, any-
where and anyhow. @
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Altova Offers Free XML Document Editor

(Beverly, MA) — Altova Inc., producer of XMLSPY, has
announced that their XML document editor product,
AUTHENTIC 5, will now be offered to the public through a
free software license.

AUTHENTIC 5 allows business users to create and edit
content through a Web-enabled interface that resembles a

word processor. AUTHENTIC 5 features full
support for standard Internet protocols and file transfer
interfaces, including WebDAV and HTTP; a browser plug-in
that enables a business user to access and edit XML con-
tent on the Web; spell-checking capabilities in 14 lan-
guages; real-time document validation; and built-in tem-
plates for over 15 industry-standard XML content formats.
AUTHENTIC 5 can be used in conjunction with the leading
XML content repositories. In addition, AUTHENTIC 5 can
easily be deployed in custom XML editing applications as a
custom control for ASP.NET.

www.altova.com
L3
[~ ]
o

SonicMQ 5.0 Sets the Standard
for Enterprise Messaging

(Bedford, MA) — Sonic Software has announced the avail-

ability of SonicMQ 5.0. With this release, Sonic sets the

— | standard for enterprise-class messaging, and

=
mern s

extends its competitive advantage with new

clustering, management, and security features designed to
meet the requirements of the most demanding global IT
organizations.

SonicMQ 5.0 features enhancements in high availability
and scalability, configuration and operational management,
and security.
www.sonicsoftware.com

Microsoft and AmberPoint Announce
Strategic Agreement
(San Francisco) — Microsoft Corp. and AmberPoint, Inc.,

announced they have reached an agreement to build

|:| and deliver a combination of tools and
management technology intended to help customers man-
age distributed applications based on the Microsoft .NET
Framework. The combination of AmberPoint’s strengths in
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Web services management and Microsoft’s leading
platform, tools, and management solutions will enable
IT organizations to more effectively build and manage Web
service—based solutions.
The .NET versions of AmberPoint Management

m Foundation fully utilize the XML Web
services system libraries in the Microsoft .NET Framework
and streamline Web services management through point-
and-click operations.
www.amberpoint.com, www.microsoft.com

Accenture Platform Helps Businesses
Manage Large-Scale Web Services Projects
(New York) — Accenture has introduced a software plat-
form designed to make it easier for the company and its
clients to manage, build, and roll out large-scale deploy-
ments of Web services.

An integrated “toolbox” of reusable software components

— and services that span the entire soft-

ware development cycle, the Accenture
Web Services Platform is designed for enterprises that need
to manage and deploy projects across multiple geographies
and subsidiaries or partner companies. The platform can
help designers and project managers define business prob-
lems and processes and test and catalog results. It also
provides programmers and developers with a single work
environment that integrates best-in-class tools and ready
access to pretested, preassembled building blocks.
www.accenture.com

The Mind Electric Raises Bar with Major
New Release of Web Services Platform
(Dallas, TX) — The Mind Electric, a provider of software
for service-oriented 'archite.ctures,
the mind slectric| DS announced the immediate
availability of version 4.0 of its GLUE Professional Web
services platform. GLUE is a fast, comprehensive,
easy-to-use Java platform for creating and deploying
applications with Web services, JSPs, and servlets.

GLUE Professional 4.0 provides businesses with more
options, flexibility, and control in implementing a service-
based architecture to gain control over and extend the value
of business applications while improving the availability,
reliability, and trustworthiness of Web services offerings to
their users. The system continues to deliver on The Mind
Electric’s reputation for providing a robust feature set that
includes high performance; deep integration with J2EE;
broad standards support for XML, SOAP, WSDL, and UDDI;
and strong interoperability with .NET.
www.themindelectric.com

HP Unveils Software, Services,
Standards Framework for Web Services
(Orlando, FL) — Chairman and Chief Executive Officer
Carly Fiorina outlined several HP investments and tech-
nologies to help customers address key management
[#l'] issues that may inhibit the adoption of Web

services. During her keynote address at the
eighth annual BEA eWorld user conference, Fiorina focused

on the critical role Web services management will play
in overcoming IT complexity, unifying systems, and
accelerating a return on IT investments.

HP also announced the creation of a dedicated Web
Services Management team to extend the HP OpenView
software suite for simplified Web services management.
The team, reporting to Nora Denzel, senior vice president
of software, will lead HP’s efforts to help customers provi-
sion and manage Web services with the choice and flexi-
bility to adopt future innovations, including a consistent
management interface for J2EE and .NET components.
The team also will continue HP’s active work in Web

services standards.
www.hp.com

ObjAcct Business Systems Announces
Web Services Accounting Solution
(Bowling Green, OH) — ObjAcct Business Systems, LLC has
. announced the release of its ObjAcct
ObJACCt XML Accounting Server. Based on
Microsoft .NET, the system is an n-tier SOAP and XML Web
services accounting solution designed to be integrated into
portals and ASPs, embedded in vertical market systems, or
implemented as a custom corporate solution. The system

includes ObjAcct Web Ledger, a complete Web-based
accounting application, and ObjAcct XML Web Services, a
complete XML-based API to the ObjAcct Transaction Server.
The ObjAcct XML Accounting Server is licensed both as
a “boxed” server product that can be hosted and imple-
mented by licensees within their own data center or net-
work, and as a subscription ASP product hosted by ObjAcct
Business Systems. The ASP License allows licensees to
integrate the system into their product offering and offer the
solution to their customers. The product includes ObjAcct
Site Manager, an application suite for managing and
maintaining the system in an ASP environment.

www.objacct.com
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Putting Data and Business Process
Integration in Context

While seamless integration and across-the-board
automation may be highly visible IT goals, the business
process needs of employees, customers, business
partners, and suppliers are equally important. This article
will examine enterprise application integration in the
context of technology and business process relationships.

Business Processes:
Turning integration upside down?
ADVERTISER PHONE PAGE The major ERE and oth(?r enterpri;e applic_ation vendors are
feverishly working to deliver predefined business processes,
Altova httpi//xmljaltova.com/authentics 978 816-1600 11 which can be deployed regardless of what technology
components are used to execute the business logic. This is
Global Knowledge www.globalknowledge.com 1-800-COURSES 15 a significant departure from enterprise integration approaches
of the past, essentially addressing the problem top-down from
IBM www.ibm.com/websphere/portalplay Cll the business problem, as opposed to bottom-up from the technology.
Java Developer's Journal WWW.SYS-CoN.com 888-303-5282 57 '
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bedrock for reliably choreographing Web services-based
Linux Business & Technology WWW.SYs-COn.com 888-303-5282 53 applications, providing business process management,
transactional integrity, and generic coordination facilities
MindReef www.mindreef.com/wsj 603.465.2204 4,5 respectively. This article shows you how a generic
coordination framework can be used to provide the =L T
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integrating their applications in the context of a business
Swingtide www.swingtide.com/testdrive o process inside and outside the enterprise. We'll look at the
approaches being taken and a call to action for pursuing a
SYS-CON Media VWWW.SYS-CON.com 888-303-5282 44,4549 business process approach to leveraging the power of Web
services to integrate cross-business applications using Web services.
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Commentary

" . Message-Centric Web Services
5 vs RPC-Style Web Services

essage-centric vs RPC-style Web
M services is a long-standing debate
and bone of contention regarding the
proper use of Web services technologies.
Early renditions of SOAP and XML-RPC
were all about providing RPC-style inter-
actions...in fact, that’s all that was sup-
ported, so there really wasn't much
choice in the matter.

RPC-style interfaces have their ad-
vantages: immediate gratification of re-
quest/response, and a programming model
whereby remote procedures are exposed in
a way that mimics the underlying object
architecture of the applications concerned,
allowing a developer to make “normal’-
looking method calls in the native language.
Are these benefits really worth it?

Developers, system architects, standards
bodies, and vendors alike have all come around to the idea that mes-
sage-style interactions between Web services are an attractive alterna-
tive to RPC-style Web services. It’s a real pleasure to see that Web servic-
es specifications and specific implementations have matured enough to
make message-centric Web services a reality. Let’s examine some of the
drivers that have brought on this trend:

In a business environment where Web services are being deployed as
a means for linking together businesses in a value chain, message-style
interactions model the way that businesses really interact with one
another. These interactions have three main characteristics: loosely cou-
pled interfaces, loosely coupled interactions, and long duration conver-
sations. Let’s use a purchase order as an example, and look at it for what
it is — a document presented by a buyer to a supplier that signifies the
buyer’s intent to acquire, and eventually pay for, an item or list of items
from the supplier.

Dave Chappell

Dave Chappell is vice president
and chief technology evangelist
for Sonic Software, the leading
provider of integration products
and services for the real-time
enterprise. Dave is coauthor of
Java Web Services (O'Reilly &
Associates, 2002), Professional
ebXML Foundations (Wrox,
2001), and The Java Message
Service (O'Reilly & Associates,
2000), and a frequent contribu-
tor to Web Services Journal.

Loosely coupled interfaces: A PO document contains all of the in-
formation necessary to fulfill the order and allow the payment
process to begin - the billing information, shipping address, line
item information, quantity, price, etc. A buyer needs only to send
that information to a supplier once as one XML document, encap-
sulated inside of a message. The processing of the PO involves many
discrete operations — credit check, contacting other suppliers, and
so on. Loosely coupled interfaces means that each application or
service in the process acts upon a self-describing XML message,
extracting or modifying just the parts of the message it needs.

58

In a tightly coupled RPC environment, each application has to
know the intimate details of how every other application wants
to be communicated with — the number of methods it exposes,
and the details of the parameters that each method accepts.
Multiply the number of applications and services that make up
an extended enterprise by the number of interfaces that each one
might want to expose, and then square that. That’s roughly the
number of interfaces that you will have to create and maintain
over time.

Loosely coupled interactions and availability: An application sends
a message to another application via a message-style Web service invo-
cation. This is part of a larger multistep process. Using message-style
interactions, each step in the process is asynchronous and autonomous.
If the nth receiver in the chain is not available, the initial sender is not
concerned. If reliable messaging is being used in the form of JMS or WS-
Reliability, then message persistence, retries, and redelivery can happen
at the transport level without the applications or services even being
aware that this is taking place.

In contrast, a tightly coupled RPC environment requires that all par-
ties be available in order for the entire operation to be successful. Now
take that scenario and magnify it across hundreds or thousands of inter-
connected endpoints and you'll see how quickly it can become an
unwieldy proposition.

Long-duration conversations: The purchase order very likely was a fol-
low-on message from a request for a price quote. The fulfillment of that
order may take days, weeks, or months before all the items in the order
are shipped and billing can take place. Having complete, self-describing
documents as the basis for state persistence makes the separation of
time irrelevant.

In contrast, a fine-grained RPC- style Web service invocation will
probably not have all of the context required to span time, or even a sin-
gle application session.

Data transformation and routing: Every application has its own way of
internally representing data, and not all business partners are going to
agree on the same dialect of XML. The availability of a self-contained
XML document at all times lends itself very well to utilizing XSLT for
translation to target data formats, and XPATH for routing of messages
based on their content

When all is said and done, the benefits of message-centric Web serv-

ices far outweigh the perceived advantages of RPC. So get on board, and
get messaging! @
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